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Abstract – The advent of distributed applications and cloud computing is posing considerable difficulties in securing the data. 

Centralized data management systems are prone to failures, breaches of security, and lack of transparency. In this research 

work, we propose an effective model that provides secure data management using blockchain technology by adopting 

decentralized storage, smart contracts, and cryptography. In the proposed model, we use the InterPlanetary File System (IPFS) 

for decentralized storage of data, Ethereum blockchain for managing the metadata of the data immutably, and role-based access 

control through smart contracts. Our performance evaluation shows that our model provides a data availability rate of 99% 

when 50% chunk is lost. Our proposed framework gives an improvement in data processing time by 2.54 times and 18.3% 

improvement in data integrity verification over previous methods. 
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I. INTRODUCTION  
 

The fast-paced changes and developments in the domain of 

cloud computing and distributed systems have brought 

about a paradigm shift in how companies store and 

manipulate data all around the world [1][2]. The benefits 

that come with using these types of systems include 

increased scalability, reduced costs, and greater flexibility, 

making them crucial for both enterprises and governmental 

entities [1][2]. Nevertheless, the fast accumulation of huge 

volumes of data and increasing complexity of cyber-attacks 

have revealed major drawbacks within the classical 

centralized approach of handling data [1][2]. Centralized 

data management systems, wherein only one service 

provider manages all the data, have multiple inherent 

problems [1][2]. 

 

The limitations of the centralized method have been 

increasingly felt in areas like health care, finance, and other 

governmental services where data accuracy and 

confidentiality is very important [1][10]. This is because 

cloud computing services, although very efficient, provide 

only one legal entity which could turn out to be a weak link 

in terms of security [1][2]. Also, the cloud services lack 

transparency when it comes to the storage and management 

of the data of the users [1][2]. Moreover, the decentralized 

computing environment, though it provides decentralized 

computational resources, uses a centralized method to deal 

with storage and security which renders it useless in the face 

of today's threats [1][2]. 

 

The development of Blockchain technology has proved to 

be a promising alternative that will fill this gap by ensuring 

decentralization, immutability, and traceability [8]. A 

blockchain refers to a distributed set of records that are 

connected through cryptography [1][8]. These features 

ensure transparency, immutability, tamper resistance, and 

verifiability [2][8]. Through the incorporation of 

blockchain technology in cloud computing and distributed 

computing platforms, it is possible to design a tamper-

resistant infrastructure where data integrity and 

transparency will be guaranteed [9]. With the execution of 

smart contracts through blockchain, it is possible to 

automate access control rules while decentralized storage 

technologies such as IPFS can replace data servers [3][5]. 

 

Blockchain combined with decentralized storage is a 

revolutionary step towards efficient handling of data in 

distributed applications [1][2][5]. There have been various 

studies in recent times which have highlighted the 

efficiency of using blockchain technology as a reliable 

infrastructure for secure storage, sharing, analysis of data, 

privacy maintenance, and control of the network [1][2][5]. 

But there are still various issues related to scalability and 

performance which need to be resolved before blockchain 

technology can be used on a large scale for data driven 

networks [1][2][5]. Hybrid models based on blockchain 

along with IPFS or swarm have performed exceptionally 

well in handling large data blocks [1][3][5]. 

 

In this paper, we tackle the crucial problem of secure 

decentralized data management in distributed systems by 
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designing a complete blockchain framework [1][2][5]. 

Contributions of this work are listed as follows:  

 Layered architecture involving the use of blockchain 

technology, smart contracts, and IPFS for secure data 

management [1][3][5] 

 Access control using Ethereum smart contracts for 

role-based permissions [1][3] 

 Performance evaluation of our solution to improve data 

availability, process efficiency, and integrity 

verification [1][5][7] 

 Comparative analysis of the proposed system with 

respect to other existing solutions [1][2][5].  

This paper is structured as follows: Section 2 provides a 

brief overview of the related literature. Section 3 describes 

our proposed methodology. Section 4 provides the analysis 

and results. Section 5 concludes this paper. 

 

II. LITERATURE SURVEY 
 

Secure Data Management Using Blockchain Technology 

has seen considerable research in different areas, ranging 

from its architecture to performance tuning [1][2][5]. The 

following subsection discusses previous literature about 

blockchain data management, focusing on the technology 

basics, architecture, and performance aspects. 

 

Blockchains Basics and Their Applications: Blockchain 

technology, which was pioneered with Bitcoin in 2008 by 

Satoshi Nakamoto, has been applied in many fields such as 

government, health care, supply chains, intellectual 

property, and educational institutions, beyond 

cryptocurrencies [1][2][6]. Due to its decentralized nature, 

immutability, tamper-resistance, and verifiable properties, 

the technology is especially good for secure data 

management systems [1][2][6]. The basic features of 

blockchain technology can be described in terms of three 

main ideas: decentralized networks, cryptographic 

algorithms, and consensus algorithms [1][2][8]. Different 

kinds of blockchains have been designed and implemented; 

they vary according to their goals and specific features 

[1][2][8]. Ethereum allows developing decentralized 

applications using programmable smart contracts and 

implementing more complex business logic [1][3]. 

Hyperledger has enterprise-level blockchains based on 

Practical Byzantine Fault Tolerance consensus, whereas 

Polkadot and Solana are concerned about interoperability 

and performance [2][8]. 

 

Decentralized Storage Systems Integration: There is a 

great number of scientific works concerning the integration 

of blockchain and decentralized storage solutions to 

overcome the problem of scalability due to storing data 

directly on the blockchain [1][3][5]. The Ethereum 

blockchain, even though allows data storage via smart 

contracts, still requires significant gas fees for large amount 

of data [1][3]. It was proven effective to use hybrid 

solutions where IPFS or Swarm serve as a platform for data 

storage and Ethereum is used as a timestamp proof solution 

[1][3][5]. Such an integration scheme is very helpful for 

cases when large amount of data needs to be stored while 

preserving the advantages of blockchain technology 

[1][3][5]. The InterPlanetary File System uses content-

based data access, that is, files are addressed using their 

cryptographic hashes (Content Identifiers or CIDs), and not 

by the location [1][5]. 

 

Security and Availability Issues with Distributed 

Storage: In recent times, there have been a number of 

studies conducted on the problem of security and 

availability issues within the domain of distributed storage 

systems [1][5][9]. Heterogeneity among the peers of 

distributed systems poses a problem which involves a lack 

of trustworthiness, possible data manipulation, and access 

without authorization [1][5][9]. Traditionally, techniques 

like replication technique, which is used in Google File 

System for making three replicas, have been used for 

increasing data availability but involve a large storage cost 

of M + 1 times compared to M failures [1][5]. Erasure 

codes, for example, Reed-Solomon coding, have become 

quite popular as a result of their increased reliability at 

reduced storage cost compared to replication methods 

[1][5]. However, the erasure code requires a considerable 

amount of computational overhead [1][5]. 

 

Security in Cloud and Distributed Environment: The 

issues that affect the security of the cloud and distributed 

environment have been well documented [1][2][9]. 

Traditionally built cloud computing environments based on 

centralized architecture are susceptible to risks such as 

unauthorized access, data manipulation, absence of 

transparency, and system-wide failures [1][2][9]. Although 

decentralized computing has been achieved by distributed 

systems, they still employ centralized or loosely managed 

mechanisms in their data storage and security aspects, 

failing to tackle the emerging security threats[9]. Use of 

blockchain technology can serve as a means to overcome 

these security concerns since it provides an environment 

that is tamper-proof [1][2][9]. 

 

Applications in Healthcare and Other Specialized 

Domains: A number of investigations have explored 

various applications of blockchain technology to particular 

fields that need high levels of data security [2][10]. For 

instance, one study suggested that blockchain may be used 

for securing the data on diseases in order to provide privacy-

preserving methodologies for sharing and analyzing 

information in a trusted and interoperable way [10]. 

Federated learning systems coupled with blockchain-

secured storage allow for building intelligent systems using 

collaborative data analysis without any aggregation of 

information, thus showing the feasibility of the mentioned 

approach in terms of medical applications [2][10]. 

 

Performance Optimization and Consensus 

Mechanisms: Choice of consensus mechanisms plays a 

vital role in determining the performance and security of a 

blockchain [2][7][8]. Permissionless blockchain makes use 

of PoW and PoS consensus mechanism whereas the 

permissioned blockchain utilizes PBFT or Proof of Elapsed 

Time consensus mechanism [2][8]. Advanced hashing 
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algorithms have been suggested in order to reduce the errors 

in data integrity in cloud computing environment, thus 

facilitating hierarchical distributed processing and 

optimizing hash processing in order to reduce the 

processing time of data on an average of 2.54 times [7]. 

Accuracy improvements of integrity of 18.3% over the 

existing methodology have been achieved using optimized 

blockchain processing methodology [7]. 

 

From the literature survey, it can be said that although a lot 

of advancement has been achieved in the field of data 

management using blockchain technology, there are still 

some issues that remain unresolved [1][2][5]. These include 

the issue of achieving tradeoff between storage overhead 

and data availability, computational complexity in case of 

encoding/decoding process, and scalability issue [1][2][5]. 

 

III. PROPOSED METHODOLOGY 
 

Proposed framework for blockchain technology based 

secure data management has been formulated keeping in 

view limitations of the centralized framework as well as the 

challenges faced by decentralized storage frameworks. The 

proposed system structure has been devised using a 

combination of cryptography and smart contract execution 

in four layers. 

 

System Architecture Overview 

There are four basic layers of the architecture performing 

specific functions with respect to secure data management 

in a distributed environment: 

• Data Layer: In this layer, end-users interact to perform 

the activities of uploading, accessing, and modifying data. 

Instead of saving the actual data on the blockchain due to 

inefficient storage and high cost, the file gets encrypted and 

uploaded to a decentralized storage network named IPFS. 

After its successful upload on the IPFS network, a unique 

identifier of the file called Content Identifier (CID) is 

created, which acts as a hash-based file reference. Only CID 

is saved in the blockchain to ensure immutable storage and 

avoid excess costs incurred due to data storage. 

• Blockchain Layer: This layer acts as the backbone of 

the whole architecture and captures CIDs for every file 

stored, where the integrity of the data is verified 

cryptographically. If there is any kind of alteration made to 

the file, it results in a new hash value, leading to another 

unique CID that can easily be detected. It also helps to trace 

accesses made to the file. 

• Smart Contract Layer: The access control policies are 

represented through smart contracts and developed mostly 

in Solidity in case of Ethereum-based implementations. The 

predefined rules for each file define who can access to its 

reading, writing and deleting operations. In case of user 

requesting access, the smart contract verifies the request 

according to those access rules. In case of positive 

verification of the user’s permissions, the contract will 

return the needed IPFS CID, allowing to obtain the file 

securely. 

• Consensus Layer: In order to eliminate any dependency 

on centralized validation authorities, distributed consensus 

algorithms like PoA or PBFT are used. Those algorithms 

allow for reaching consensus about the state of the network 

by all nodes of the network, reducing the probability of any 

single point of failure and increasing system reliability and 

security. 

 
Figure 1: Layered Architecture of the Proposed 

Blockchain-Based Data Management Framework 

 

A diagram depicting the four-layer structure. In the bottom 

layer called the Data Layer, it demonstrates user interaction 

with encryption as well as IPFS file uploads. The 

Blockchain Layer features Ethereum nodes that manage the 

distributed ledger. The Smart Contract Layer demonstrates 

the logic of role-based access control. The Consensus Layer 

shows the workings of PBFT/PoA algorithms. 

 

Implementation Workflow 

 Configuration of Smart Contracts: Role-based 

access controls are implemented via custom smart 

contracts. The files being uploaded to the system will 

have access control lists specifying the allowed actions 

(reading, writing, and revoking) for each operation tied 

to Ethereum wallets. This allows for precise control 

over data access and retains the immutability and 

transparency properties of the permissions. 

 File Upload and Storage Workflow: First, a file 

selected by the user is optionally encrypted using AES-

256 encryption scheme. Then, the file is sent to IPFS 

which responds with the unique CID of the file. The 

CID is saved to a smart contract in an immutable way 

as part of a transaction. This workflow effectively 

separates data storage from data reference. 
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 Access Request and Authorization: Upon the request 

made by any user for access to the stored file, the smart 

contract checks whether the user has the appropriate 

access permission according to the rules stored in the 

smart contract. In case the user has the appropriate 

access permissions, then the corresponding CID is 

provided by the smart contract to access the file via 

IPFS. 

 

Workflow depicted in a sequence diagram. User requests 

file upload, file encryption and file transmission to IPFS, 

IPFS gives back a CID, the CID gets stored in blockchain 

by smart contract, access confirmation is delivered. For file 

download process: user requests access, smart contract 

verifies access rights and delivers back the CID, and file 

gets downloaded from IPFS. 

 

 
Figure 2: Workflow of Secure File Upload and Access 

using Blockchain and IPFS 

 

Cryptographic and Security Measures 

This framework uses several cryptographic measures to 

provide complete security: 

 SHA-256 Hashing: Used for file integrity checking, 

allowing the system to detect any tampering. 

 AES-256 Encryption: Optionally used on files prior 

to uploading them onto the IPFS network for better 

security. 

 Role-based Access Control: Provided through smart 

contracts, where access is controlled based on the 

address in the Ethereum network and the access levels 

defined by the administrator. 

 Dynamic Key Management: If multilayered security 

is required, each chunk of data may be encrypted using 

a unique encryption key. 

 

Cryptographic and Security Measures 

This framework uses several cryptographic measures to 

provide complete security: 

 SHA-256 Hashing: Used for file integrity checking, 

allowing the system to detect any tampering. 

 AES-256 Encryption: Optionally used on files prior 

to uploading them onto the IPFS network for better 

security. 

 Role-based Access Control: Provided through smart 

contracts, where access is controlled based on the 

address in the Ethereum network and the access levels 

defined by the administrator. 

• Dynamic Key Management: If multilayered security is 

required, each chunk of data may be encrypted using a 

unique encryption key. 

 

IV. ANALYSIS 
 

This section includes the quantitative performance 

evaluation of the presented framework based on the 

blockchain technology for data management and its 

comparison to the currently existing solutions. 

 

Quantitative Performance Evaluation 

Performance related to data availability: The performance 

of the presented framework with respect to data availability 

was examined under different loss rates of chunks. Under 

50% chunk loss rate, the probability of data loss in the 

system amounted to 1%, which is an increase by almost 16 

percentage points in comparison to the state-of-the-art Snarl 

system. This improvement is accomplished by using the 

hybrid encoding and replication technique. Compared to 

swarm network with replication ratio r=10, the proposed 

system uses twice as less memory space with 8% smaller 

probability of data loss at 50% chunk loss. 

 

Performance Evaluation of Blockchain Processing 

Techniques  

Performance evaluation of processing techniques for 

blockchain designed for distributed networks shows 

significant performance gains: 

 Data Processing Time: The proposed technique 

decreased the processing time for IoT data by an 

average factor of 2.54 compared with traditional ones. 

 Blockchain Generation Time: During blockchain 

generation from the linked IoT data, the generation 

time was increased by an average factor of 17.3%. 

 Efficiency of Data Storage: Asymmetric efficiency of 

data storage using the hash code length was increased 

by an average factor of 6.9%. 

 Accuracy of Data Integrity Verification: The 

accuracy of integrity verification increased by an 

average factor of 18.3%. 

The above performance gains are attained using hash 

processing techniques that allow hierarchic distributed 

processing with minimum integrity errors. 

 

 
Figure 3: Data Availability Comparison at 50% Chunk 

Loss Rate 
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Figure 4: Performance Improvement of the Proposed 

System 

Description: Bar graph showing percentage improvement 

of our proposed system over the previous systems. Data 

processing: 61% improvement (2.54× faster), Blockchain 

creation: 17.3% improvement, Storage efficiency: 6.9% 

improvement, Data integrity: 18.3% improvement. 

 

A bar graph showing the probability of data loss in various 

storage mechanisms with 50% of chunks lost. Our proposed 

mechanism has a probability of 1% for data loss, while 

Snarl has a 16.7% chance of data loss, and Swarm with 

replication of 10 has 9% probability. 

 

 

Comparative Analysis 

Feature / System 
Proposed 

Framework 
Snarl 

Swarm 

(r=10) 

Traditional 

Cloud 

Data Availability (50% chunk 

loss) 
~99% ~83.3% ~91% Varies 

Storage Overhead Moderate High Very High Low 

Integrity Guarantee High (Blockchain) Moderate Moderate Low 

Security Model Multi-layer Basic Basic Centralized 

Access Control 
Smart Contract-

based 

Role-

based 
Minimal Centralized Admin 

Transparency 
High (Immutable 

audit) 
Limited Limited Low 

Scalability Good Moderate Good High 

Single Point of Failure No No No Yes 

Encryption Level 
Per-chunk + AES-

256 
File-level File-level Varies 

Consensus Mechanism PBFT/PoA PoW PoS N/A 

 

Table 1: Comparative Analysis of Blockchain-Based Data Management Approaches 

 



 

International Journal for Novel Research in Economics , Finance and Management  

www.ijnrefm.com 
Volume 4, Issue 4, Jul-Aug-2026, PP: 01-07 

ISSN:3048-7722 

 Page-6 

  

The results of the comparison show that the suggested 

approach provides better data availability, integrity, and 

security features than the other methods, while keeping 

acceptable storage requirements. 

 

Discussion 

The results of the performance test have shown that the 

suggested approach to data management based on 

blockchain technology can successfully solve the problem 

of secure data management in distributed systems. High 

levels of data availability due to hybrid encoding and 

replication make the system resistant to failures of multiple 

nodes. The combination of immutable blockchain and 

IPFS-based decentralized storage enables secure metadata 

management without excessive storage overheads. 

 

Based on the security analysis, it can be noted that 

encryption of each chunk independently makes the data 

very secure from any breach. The breach in the key of one 

encryption will not affect the other chunks, hence limiting 

the effect of any possible security issues . Also, the use of 

smart contracts for access control is able to automate the 

permission management process without central 

administrators. 

 

The efficiency improvements include improved data 

processing that is 2.54× faster and improved integrity 

accuracy that is 18.3%. This proves that the methods used 

for hash optimization in the blockchains for data 

management are effective. 

 

There are a number of issues that still exist. Although the 

efficiency of the encoding and decoding process has been 

maximized, there is the possibility that this could affect the 

performance of the algorithm when implemented in a large-

scale setup. Another challenge that needs to be considered 

is the adoption of the blockchain technology because of its 

limitation in terms of latency and transaction rate. 

 

V. CONCLUSION 
 

However, there are many inherent risks associated with 

traditional centralized data management systems that 

become apparent in the presence of distributed applications 

and cloud computing. These risks include, but are not 

limited to, single point of failure, risk of unauthorized 

access, and absence of transparency. In this paper, we have 

discussed in detail a secure data management framework 

using the technology of blockchain and its various 

applications in this context. 

 

Our architecture is divided into four layers namely, data 

layer, blockchain layer, smart contract layer, and consensus 

layer. The use of IPFS as a decentralized file storage 

mechanism along with immutability of references in the 

Ethereum blockchain is an efficient combination that 

ensures the right amount of storage and data integrity. The 

smart contracts in our architecture will make access control 

automated, eliminating the need for any centralized 

administrators. 

Quantitative analysis reveals that the suggested solution 

significantly outperforms current technologies. In the case 

of 50% chunks loss, the level of data availability is 

estimated at around 99%, which is much higher than 83.3% 

in Snarl networks and 91% in Swarm networks for the 

replication factor equals to 10. Hybrid encoding and 

replication technology offers better resilience in data 

protection and requires only half of the storage space 

required for replication. Performance enhancements, such 

as advanced hash processing technology, result in 2.54× 

faster data processing and 18.3% higher accuracy of 

integrity verification when compared to the common 

practices. 

 

Comparative analysis allows to confirm the efficiency of 

the proposed framework in multiple aspects: security, 

transparency, and scalability. Multilevel security strategy, 

including SHA-256 hashing, optional AES-256 encryption 

and encryption key generation for each chunk 

independently, guarantees high level of data protection. 

PBFT or PoA consensus mechanism allows achieving 

agreement within the network without central authority of 

validation. 

 

This research work is highly important for enterprises 

implementing their distributed applications in various 

sectors like healthcare, financial institutions, and 

government agencies. The framework presented in this 

paper can be implemented in practice as an approach that 

will allow an organization to improve security of their 

information while preserving efficiency of operations. 

Immutable audit trails that come from implementation of 

the blockchain and its decentralized nature make single 

point of failure impossible. 

 

For future research, the following issues can be considered: 

implementation of solutions that will increase scalability of 

the framework (sharding, layer-2 protocols), performance 

improvement in certain application areas, use of the 

framework with the existing cloud infrastructure for hybrid 

deployment. Another aspect of future research can be 

implementation of federated learning functionality in the 

proposed framework. 

 

In conclusion, this paper has shown that using the 

blockchain technology to provide secure data management 

is indeed a viable approach to achieve data availability, 

integrity, and confidentiality for the needs of the distributed 

application environment. This framework provides 

organizations with a solid basis for implementing such data 

management systems. 
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