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Abstract – The rapid growth of e-commerce and social media platforms has significantly increased consumers' reliance on 

online reviews when purchasing cosmetic products. However, the prevalence of fake reviews has emerged as a major challenge, 

influencing consumer perceptions and purchasing decisions. This study examines the impact of fake reviews on buying 

behavior in the cosmetic industry and explores various methods used to detect deceptive review practices. Fake reviews can 

mislead consumers by creating false impressions regarding product quality, effectiveness, and safety, thereby affecting trust  in 

brands and online marketplaces. The study highlights the psychological factors that make consumers vulnerable to 

manipulated reviews and analyzes the consequences for both consumers and cosmetic companies. Furthermore, it reviews 

detection techniques such as sentiment analysis, machine learning algorithms, linguistic pattern recognition, reviewer behavior 

analysis, and verification systems employed by e-commerce platforms. The findings suggest that while fake reviews can 

significantly influence purchase intentions, advanced technological tools and stricter platform regulations can help identify  and 

reduce deceptive content. The study emphasizes the need for greater transparency, consumer awareness, and robust review 

authentication mechanisms to maintain trust and integrity in the cosmetic industry.  
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I. INTRODUCTION 
 

This sect.ion tal.ks abo.ut how digi.tal indu.stry for 

cosm.etics and beauty prod.ucts has gro.wn dramat.ically 

in rec.ent yea.rs. Over the past fift.een yea.rs, the digi.tal 

indu.stry for cosme.tics and has also sho.wn an 

extraor.dinary gro.wth. When mak.ing judge.ments abo.ut 

what to buy for skin or body care etc. consu.mers now rely 

on user gener.ated revi.ews and webs.ites like Seph.ora, 

Nyka, Ama.zon etc. The shi.ft from in per.son consu.lting 

to onl.ine rese.arch is an indic.ation of how consu.mers are 

evalu.ating cosm.etic ite.ms.They have evol.ved into 

virt.ual shopf.ronts whe.re prospe.ctive buy.ers bro.wse. 

Purch.asing prod.ucts onl.ine requ.ires consu.mers to rely 

on user evalua.tions, prod.uct descri.ptions, and photos 

sha.red by previous buy.ers rather than try.ing them on or 

consu.lting bea.uty profess.ionals.  

 

The Importance of Reviews When Choosing Beauty 

Products 

This sect.ion expl.ores how inte.rnet prod.uct revi.ews are 

compa.rable to word-o.f-mouth recommen.dations in the 

cosme.tics indu.stry. Custo.mers are more lik.ely to tru.st 

user evalua.tions than indu.stry adv.ice whet.her 

purch.asing a foundation, skin care ser.um, or hair 

prod.uct. The rea.son for this shi.ft is that evalua.tions 

concen.trate on subj.ects that are impor.tant to parti.cular 

consu.mers, such whet.her a prod.uct is suit.able for 

deli.cate skin or how long it las.ts, amo.ng oth.er thi.ngs 

that tradit.ional advert.ising is una.ble to adequ.ately 

con.vey. The.re are a num.ber of reas.ons why revi.ews are 

hig.hly influe.ntial when it com.es to cosm.etic purch.ases: 

Authen.ticity and First.hand Exper.ience: Revi.ews are 

grou.nded in act.ual user encou.nters with form.ulas and 

applic.ations. Compreh.ensive Prod.uct Compa.rison: 

Custo.mers may eval.uate seve.ral bra.nds, form.ulas, and 

pri.ce poi.nts at once by usi.ng bea.uty platf.orms that 

comp.ile a lar.ge num.ber of revi.ews. This mak.es it 

poss.ible to cho.ose prod.ucts and eval.uate the.ir wor.th 

with more knowl.edge. Giv.en the.se conside.rations, 

cosm.etic compa.nies and retai.lers have real.ised that 

rev.iew syst.ems have a big imp.act on sal.es vol.ume, 

mar.ket sha.re, and bra.nd reput.ation. Risk Reduc.tion: 

Skin and hair hea.lth are dire.ctly impa.cted by cosme.tics. 

Purch.asing the incor.rect ite.ms is a was.te of mon.ey if it 

resu.lts in an adve.rse resp.onse, irrit.ation, or expe.nse. 

Bef.ore mak.ing a purc.hase, consu.mers may read 

revi.ews to see whet.her the prod.uct sui.ts the.ir skin tone, 

skin type, and./or hair text.ure. Deta.iled Product 

Compa.rison: To prov.ide consu.mers an over.view of a 

ran.ge of bra.nds, form.ulas, and pri.ce poi.nts at once, 

bea.uty webs.ites will comp.ile a lar.ge num.ber of 

revi.ews. Mak.ing wis.er choi.ces abo.ut prod.uct 

selec.tion and val.ue will be aid.ed by this. 

 

The Increase of False Cosmetic Reviews 

The rise of pho.ney cosm.etic evalua.tions is a maj.or 

wor.ry, as this sect.ion highl.ights. The cosme.tics 

indu.stry has gro.wn to rely on revi.ews, whi.ch has led to 

bog.us feed.back. Revi.ews that are fabri.cated or alte.red 

to misl.ead custo.mers abo.ut a prod.uct's characte.ristics, 

functio.nality, or saf.ety are kno.wn as bea.uty misle.ading 

revi.ews. In ord.er to boo.st a prod.uct's reput.ation and 

app.eal, cosm.etic busin.esses, oth.er bra.nds, or paym.ent 

syst.ems may dissem.inate infl.ated rati.ngs and rema.rks. 

In ord.er to make a prod.uct, like cosme.tics, app.ear to 

have high rati.ngs and visib.ility, fake posi.tive 

evalua.tions are frequ.ently submi.tted. The.se evalua.tions 

may emp.loy exagge.ration, exagg.erate the resu.lts, or 

make unreal.istic prom.ises, such as that a wrin.kle 

treat.ment can elimi.nate wrin.kles overn.ight or that a 

found.ation perfe.ctly comple.ments all skin ton.es. A 
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compet.itor's mar.ket posi.tion may be under.mined by 

purpo.seful, unfavo.urable evalua.tions, whet.her they are 

writ.ten by riv.als or by malev.olent indivi.duals. 

misle.ading nega.tive reviews mig.ht fabri.cate stor.ies 

abo.ut adve.rse respo.nses, cla.im that ite.ms incl.ude 

aller.gies, or make misle.ading cla.ims abo.ut the saf.ety of 

subst.ances. Such decep.tion is espec.ially preva.lent in the 

cosme.tics sec.tor, at lea.st, beca.use: A prod.uct's effi.cacy 

var.ies from per.son to per.son bas.ed on the.ir body type 

and skin chemi.stry. Bra.nd and Mar.ket Disto.rtion: 

Compa.nies that use disho.nest rev.iew techn.iques 

unfa.irly comp.ete with respec.table cosm.etic fir.ms that 

use transp.arent marke.ting. This lea.ds to mar.ket 

ineffic.iencies as the abil.ity to manip.ulate rev.iew 

systems beco.mes more impor.tant in determ.ining 

comme.rcial succ.ess than genu.ine cons.umer happi.ness 

and prod.uct qual.ity. Plat.form Credib.ility Eros.ion is 

cove.red in this sect.ion. Bea.uty merch.ants and rev.iew 

platf.orms who don't uph.old rev.iew authen.ticity run the 

dan.ger of los.ing custo.mers. The plat.form as a whole 

los.es its usefu.lness when use.rs real.ise that rati.ngs and 

comm.ents are unrel.iable. More gene.ral Indu.stry Tru.st 

is cove.red in this sect.ion: Freq.uent expo.sure to fal.se 

revi.ews ero.des cons.umer fai.th in the open.ness and 

reliab.ility of the cosme.tics busi.ness, whi.ch may lead to 

consu.mers switc.hing back to more conven.tional ways of 

mak.ing purch.ases or bec.ome more dubi.ous of all 

prod.uct prom.ises. The.re are more chan.ces for 

marke.ting disho.nesty when sal.es pri.ces grow. Peo.ple 

are grea.tly impa.cted by fraud.ulent prod.uct revi.ews in 

the cosme.tics sec.tor. Peo.ple may be impa.cted by fake 

revi.ews of cosm.etic prod.ucts. Fal.se revi.ews can lead to 

a vari.ety of prob.lems: Consume.r-Level Imp.act: When 

buy.ing cosme.tics bas.ed on fake evalua.tions, consu.mers 

may bec.ome discou.raged, lose mon.ey, or exper.ience 

alle.rgic react.ions or oth.er skin prob.lems if the saf.ety 

cla.ims are misrepr.esented. There.fore, a cons.umer may 

face sev.ere repercu.ssions if, for exam.ple, they purc.hase 

a skin care prod.uct that is prom.oted as hypoall.ergenic 

yet incl.udes an alle.rgy. 

 

 Bra.nd and Market Disto.rtion: When busin.esses eng.age 

in disho.nest rev.iew tact.ics, genu.ine cosmetic bra.nds 

that use hon.est marke.ting strat.egies will lose out on fair 

compet.ition. This resu.lts in mar.ket ineffic.iencies and a 

scen.ario whe.re the abil.ity to manip.ulate rev.iew 

syst.ems appe.ars to be more impor.tant than the qual.ity 

of the prod.uct and what the cli.ent is actu.ally recei.ving. 

Custo.mers may stop trus.ting bea.uty merch.ants and 

rev.iew webs.ites if they don't fol.low rev.iew authen.ticity 

guide.lines. The plat.form sto.ps work.ing if the user 

kno.ws that rati.ngs and comm.ents are not trustw.orthy. 

Custo.mers' fai.th in the open.ness and reliab.ility of the 

cosme.tics sec.tor is under.mined by fraud.ulent revi.ews, 

whi.ch may cau.se them to cont.inue with conven.tional 

ways of mak.ing purch.ases or bec.ome more dubi.ous of 

all prom.ises. Underst.anding the psychol.ogical 

mecha.nisms under.lying vulnera.bility to decep.tive 

revi.ews is cove.red in this sect.ion. A psychol.ogical 

appr.oach to mecha.nisms of vulnera.bility to misle.ading 

revi.ews. Cust.omer psych.ology is discu.ssed in this 

sect.ion as the rea.son why misle.ading digi.tal prod.uct 

revi.ews are so succe.ssful in the cosme.tics sec.tor. The 

idea of soc.ial valid.ation appl.ies to the purc.hase of 

cosme.tics; if a prod.uct rece.ives a lot of favou.rable 

revi.ews, it must be excel.lent. It appe.ars that a 4.8 rat.ed 

prod.uct with 5,000 revi.ews is more trustw.orthy than a 

3.5 rat.ed prod.uct with 200 revi.ews, regar.dless of the 

vera.city of the reviews. Additi.onally, this sect.ion 

expl.ains how consu.mers who emp.loy heuri.stic 

short.cuts frequ.ently concen.trate on rev.iew elem.ents 

that are sim.ple to eval.uate, such as the quan.tity of 

revi.ews, the popul.arity of revie.wers, and rati.ngs, rat.her 

than criti.cally analy.sing the revi.ews' subst.ance. This is 

partic.ularly com.mon in the cosme.tics indu.stry, whe.re 

thous.ands of bra.nds and prod.ucts prov.ide a wide ran.ge 

of possibi.lities. Influ.encer cult.ure exacer.bates this, as 

this sect.ion expl.ains. The bea.uty blog.ger you fol.low, 

who has a lar.ge and devo.ted follo.wing, is more 

impor.tant than anyb.ody else if they post abo.ut a cert.ain 

cosm.etic prod.uct. Many consu.mers mista.kenly beli.eve 

that the.se recommen.dations are act.ual prod.uct tri.als, 

alth.ough many influe.ncers get compen.sation for 

spons.ored arti.cles or posi.tive evalua.tions. 

 

How to identify phoney cosmetic reviews: There are 

several ways to identify phoney beauty reviews. 

In ord.er to demons.trate that they are genu.ine 

evalua.tions writ.ten by act.ual indivi.duals, this sect.ion 

outl.ines authe.ntic revi.ews that sho.uld cont.ain 

inform.ation abo.ut the prod.uct, real-.world uses, and a 

vari.ety of phra.ses. On the oth.er side, a lot of fake 

revi.ews use termin.ology that is not typi.cal of prod.uct 

feed.back over.all, such as com.mon lang.uage, pra.ise, or 

stra.nge word.ing. As an exam.ple, genu.ine prod.uct 

evalua.tions cou.ld expl.ain thi.ngs like "how it fee.ls on 

combin.ation skin," but dishonest onl.ine prod.uct reviews 

mig.ht sim.ply decl.are somet.hing like "best ser.um ever." 

This sect.ion expl.ains how combi.ning this with 

behavioural patt.ern recogn.ition can help iden.tify 

suspicious patt.erns that mig.ht be an indic.ation of 

coordinated fraud.ulent rev.iew campa.igns. Exam.ples of 

such patt.erns incl.ude use.rs leav.ing mult.iple revi.ews 

abo.ut compe.ting prod.ucts from the same user wit.hin a 

sho.rt per.iod of time or mult.iple revi.ews in a sin.gle day 

follo.wing the lau.nch of compe.titor prod.ucts. 

Verifi.cation syst.ems are cove.red in this sect.ion: A 

"Ver.ified Purc.hase" lab.el is beco.ming more and more 

com.mon on platf.orms, requi.ring revie.wers to prov.ide 

documen.tation of the.ir prod.uct purch.ases. This redu.ces 

the likel.ihood of misle.ading digi.tal prod.uct revi.ews, 

but it does not elimi.nate them. Mach.ine Lear.ning 

Applic.ations are cove.red in this area. To iden.tify if a 

rev.iew is suspect, sophist.icated algorithms take into 

acco.unt a vari.ety of param.eters, inclu.ding rev.iew 

timel.iness, revi.ewer hist.ory, lang.uage patt.erns, rating 

distri.bution anoma.lies, ratin.g-text consis.tency, etc. 

They can exam.ine a lot of evalua.tions for bea.uty 

prod.ucts usi.ng AI-po.wered too.ls, inclu.ding identi.fying 

tho.se that go beyond typi.cal behavi.oural bou.nds. 
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Chem.ical and saf.ety cla.im verifi.cation are cove.red in 

this sect.ion: Cross-re.ferencing with the prod.uct 

formul.ation data.base and reput.able dermato.logical 

rese.arch can unco.ver fraud.ulent cla.ims if a rev.iew 

mak.es spec.ific cla.ims abo.ut the compo.nents, 

hypoall.ergenic nat.ure, or a spec.ific safety advan.tage. 

The cat and mou.se game endu.res desp.ite all of the.se 

strat.egies as disho.nest revie.wers keep com.ing up with 

ways to get aro.und detec.tion proce.dures. 

 

Industry and Regulatory Reactions: 

Regul.atory agen.cies have beg.un to take act.ion agai.nst 

the prob.lem of cosm.etic fal.se revi.ews in eComm.erce, 

as this sect.ion outl.ines. Many jurisdi.ctions have pas.sed 

legisl.ation requi.ring:  

 

Compreh.ensive discl.osure of paid or spons.ored revi.ews. 

The plat.form will be in cha.rge of rev.iew moder.ation 

and verifi.cation. Dang.ers for busin.esses enga.ged in 

coordi.nated fal.se rev.iew campa.igns algor.ithms and 

rev.iew visib.ility crit.eria that are transp.arent. In this part, 

it is discu.ssed how volun.tary nor.ms for ethi.cal rev.iew 

proce.dures and transp.arent influ.encer connec.tions have 

been for.med by gro.ups in the bea.uty indu.stry. 

Howe.ver, giv.en the dispar.ities in count.ries and the 

decentr.alised nat.ure of onl.ine comm.erce, it is 

challe.nging to guara.ntee that the.se rul.es are adhe.red to 

on digi.tal platf.orms world.wide. 

 

Importance of the Modern Cosmetic Industry 

The legit.imacy of revi.ews is more impor.tant than ever 

beca.use of the digital.isation of the cosme.tics indu.stry, 

as this sect.ion expl.ains. Busi.ness mod.els devel.oped by 

bea.uty e-com.merce sit.es are predi.cated on the idea that 

cust.omer revi.ews have an imp.act on purch.asing 

decis.ions. Prod.uct rev.iew visib.ility and rati.ngs are 

increa.singly cruc.ial compo.nents for prod.uct succ.ess 

due to the inte.nse compet.itive enviro.nment and the 

narro.wing gap in prod.uct formul.ation. Additi.onally, this 

part addre.sses the ris.ing dem.and for authen.ticity and 

transparency from new cli.ent gro.ups. Youn.ger 

consu.mers in parti.cular are wary of tradit.ional 

advert.ising and pla.ce grea.ter reli.ance in sugges.tions 

from influe.ncers and peer rati.ngs. Custo.mers may want 

more genu.ine revi.ews as a res.ult, whi.ch may encou.rage 

fraud.ulent rev.iew tact.ics. 

 

Objectives 

The main purp.ose of this stu.dy is to under.stand how fake 

onl.ine prod.uct revi.ews influ.ence cons.umer buy.ing 

decis.ions and to expl.ore effec.tive ways to iden.tify and 

red.uce the.ir imp.act. Sin.ce onl.ine revi.ews have 

bec.ome an impor.tant sou.rce of inform.ation for 

shop.pers, it is essen.tial to exam.ine the.ir role in shap.ing 

cons.umer behav.iour. The stu.dy is bas.ed on the 

follo.wing objec.tives: 

 

To examine the impact of fake online reviews on 

consumer purchase decisions 

This objec.tive focu.ses on underst.anding how 

misle.ading reviews affect custo.mers' opin.ions, attit.udes, 

and purch.asing choi.ces. It expl.ores whet.her fake 

posi.tive or nega.tive revi.ews can influ.ence consu.mers 

to buy prod.ucts they may not need or avo.id prod.ucts that 

are actu.ally of good qual.ity. 

 

To analyse the factors that influence consumer trust in 

online reviews 

Tru.st pla.ys a maj.or role in the effecti.veness of onl.ine 

revi.ews. This objec.tive invest.igates the fact.ors that 

make revi.ews app.ear reli.able, such as deta.iled cont.ent, 

revi.ewer credib.ility, veri.fied purc.hase lab.els, plat.form 

reput.ation, and consis.tency in rati.ngs. It also exam.ines 

how prev.ious experi.ences with fake revi.ews aff.ect 

cons.umer tru.st. 

 

To study the behavioural effects of deceptive reviews 

on consumers 

This objec.tive aims to under.stand how consu.mers 

resp.ond to misle.ading revi.ews and whet.her they can 

distin.guish genu.ine revi.ews from fake ones. It also 

exam.ines the imp.act of decep.tive revi.ews on cons.umer 

confi.dence, satisf.action, and decisio.n-making 

behav.iour. 

 

To explore methods for identifying fraudulent online 

reviews 

This objec.tive focu.ses on the diffe.rent techn.iques used 

to det.ect fake revi.ews. It incl.udes analy.sing rev.iew 

lang.uage, post.ing patt.erns, revi.ewer behav.iour, and the 

use of adva.nced techno.logies such as artif.icial 

intell.igence and mach.ine lear.ning to iden.tify suspi.cious 

activ.ities. 

 

To recommend measures for reducing fake reviews and 

improving authenticity 

The fin.al objec.tive is to sugg.est pract.ical solut.ions for 

consu.mers, busin.esses, and onl.ine platf.orms. The.se 

recommen.dations may incl.ude stro.nger monit.oring 

systems, impr.oved detec.tion too.ls, ethi.cal busi.ness 

pract.ices, and cons.umer aware.ness initia.tives to 

prom.ote trustw.orthy and authe.ntic onl.ine reviews. 

 

Conclusion of the Goals 

This sect.ion concl.udes by discu.ssing the main top.ics of 

misle.ading digi.tal prod.uct revi.ews and how they affect 

cons.umer behav.iour. They are curi.ous abo.ut the ways in 

whi.ch misle.ading digi.tal prod.uct revi.ews aff.ect tru.st, 

what influ.ences tru.st, how to iden.tify fal.se revi.ews, and 

poten.tial reme.dies. 

 

II. LITERATURE REVIEW 
 

This section expl.ains how consu.mers are beco.ming 

more and more depen.dent on digi.tal platf.orms for 

inform.ation and buy.ing, and how this has made digi.tal 

prod.uct revi.ews a powe.rful tool for influe.ncing 

cons.umer behaviour. The.se days, no one mak.es a 

purc.hase with.out fir.st chec.king onl.ine evalua.tions, 
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rati.ngs, or comm.ents. By provi.ding inp.ut on the 

prod.uct's qual.ity, use, and lev.el of satisf.action, the.se 

evalua.tions act as a bri.dge betw.een prev.ious use.rs and 

poten.tial buy.ers. Howe.ver, as fal.se or pho.ney 

evalua.tions prolif.erate, the reliab.ility of digi.tal prod.uct 

revi.ews is bei.ng quest.ioned. The.se evalua.tions are 

inte.nded to misl.ead consu.mers by eit.her promo.ting or 

dispar.aging compe.ting goo.ds. This has prom.pted 

acade.mics to foc.us more on how the.se evaluations 

aff.ect cons.umer choi.ces and how to recognise them. 

This stu.dy of the liter.ature prov.ides a thor.ough 

examin.ation of prev.ious stud.ies on digi.tal prod.uct 

revi.ews, misle.ading digi.tal prod.uct revi.ews, the 

imp.act of decep.tive digi.tal prod.uct revi.ews on 

purch.asing choi.ces, and poten.tial detec.tion techn.iques. 

A riv.al, a rob.ot, the sell.ers thems.elves, or revie.wers 

who are compen.sated to prov.ide favou.rable rati.ngs can 

all prod.uce decep.tive digi.tal product revi.ews. The.se 

revi.ews misrep.resent the prod.uct's popul.arity, qual.ity, 

or cons.umer conten.tment. This impl.ies that the tru.st that 

consu.mers have in onl.ine platf.orms, the.ir purch.asing 

patt.erns, and the.ir lev.el of happi.ness are all impa.cted 

by fal.se digi.tal product revi.ews.Nume.rous acade.mics 

in the doma.ins of marke.ting, inform.ation techn.ology, 

cust.omer behav.iour, and artif.icial intell.igence have 

stud.ied fraud.ulent digi.tal prod.uct evalua.tions in gre.at 

det.ail. Prev.ious rese.arch demons.trates that buy.ers' 

opin.ions, emoti.onal respo.nses, tru.st, and purc.hase 

inten.tion are signifi.cantly impa.cted by fal.se digi.tal 

prod.uct revi.ews. Additi.onally, rese.arch has prop.osed a 

num.ber of techn.iques, inclu.ding senti.ment anal.ysis, 

mach.ine lear.ning, behavi.oural anal.ysis, and lang.uage 

anal.ysis, for identi.fying misle.ading digi.tal prod.uct 

evalua.tions.  

 

The purp.ose of this stu.dy is to exam.ine how custo.mers' 

purc.hase decis.ions are impa.cted by fal.se digi.tal 

prod.uct revi.ews, as well as how to spot such evalua.tions. 

Regar.ding the idea of digi.tal prod.uct revi.ews, 

cons.umer trust, rev.iew manipu.lation, and rev.iew 

detec.tion syst.ems, the literature rev.iew contri.butes both 

theore.tical and empir.ical knowl.edge. 

 

This sect.ion expl.ains how, as digi.tal comm.erce has 

gro.wn, digi.tal product revi.ews are now more impor.tant 

than ever in help.ing custo.mers make decis.ions. 

Consu.mers frequently base the.ir purch.asing decis.ions 

on rati.ngs and revi.ews. Revi.ews can red.uce 

uncert.ainty, but the exist.ence of fal.se revi.ews has 

spar.ked quest.ions abo.ut the market.place's reliab.ility, 

open.ness, and equ.ity. Thus, resear.chers have exam.ined 

how fraud.ulent inte.rnet product evalua.tions affect 

behav.iour and how to iden.tify them. (Chev.alier & 

May.lin, 2006; Hennig.-Thurau et al., 2004) 

 

Consumer Buying Behavior 

Pri.ce, ease of use, webs.ite qual.ity, bra.nd reput.ation, 

cust.omer feed.back, and oth.er elem.ents are all cove.red 

in this sect.ion and mig.ht influ.ence consu.mers' onl.ine 

purch.asing decis.ions. Revi.ews are an impor.tant sou.rce 

of information beca.use consu.mers can.not dire.ctly 

insp.ect thi.ngs. Accor.ding to the The.ory of Plan.ned 

Behaviour, purc.hase inten.tions are influ.enced by 

attit.udes and soc.ial influence, both of whi.ch can be 

impa.cted by digi.tal prod.uct revi.ews. (Fil.ieri (2015) 

and Ajz.en (1991) 

 

Electronic Word-of-Mouth (e-WOM) 

This sect.ion discu.sses elect.ronic Word-o.f-Mouth: 

The.se are product.-related opin.ions that are excha.nged 

onl.ine via revi.ews, blo.gs, for.ums and soc.ial med.ia. 

Sin.ce consu.mers are more incl.ined to beli.eve peer-

ge.nerated inform.ation than tradit.ional advert.ising, e-

WOM can play a signif.icant role in influe.ncing 

purch.asing decis.ions. (Henni.g-Thurau and others, 2004) 

What does the term "deceptive digital product 

reviews" mean, and what are they? 

 

This sect.ion addre.sses fraud.ulent digi.tal prod.uct 

revi.ews, whi.ch are communi.cations crea.ted on purp.ose 

to sway consu.mers' opin.ions. The.se mig.ht be 

compen.sated, sland.erous, promot.ional, or automat.ically 

crea.ted by bots. The.se revi.ews have the poten.tial to 

imp.act prod.uct rati.ngs and misl.ead consu.mers 

regar.ding qual.ity and satisf.action. (Ott et al., 2011; 

Jin.dal & Liu, 2008) 

 

 The influence on customer trust. The effect on trust of 

people. 

The impor.tance of tru.st in onl.ine transa.ctions is 

cove.red in this sect.ion. Customers' mist.rust of revi.ews 

ero.des the.ir confi.dence in goo.ds, vend.ors, and 

platf.orms. A thor.ough and well-b.alanced asses.sment is 

more lik.ely to be seen as reli.able than a favou.rable one, 

accor.ding to stud.ies. (Fil.ieri, 2015; Luca & Zer.vas, 

2016) 

 

influence of an individual on the intention to buy 

This sect.ion addre.sses how customers' percep.tions of a 

prod.uct's qual.ity and dependa.bility are dire.ctly 

impa.cted by inte.rnet revi.ews. Whi.le pho.ney nega.tive 

revi.ews mig.ht disco.urage poten.tial buy.ers, bog.us 

favou.rable revi.ews can incr.ease dem.and. Custo.mers' 

decisio.n-making is there.fore heavily influ.enced by 

rev.iew credib.ility. (Fil.ieri, 2015; Cheva.lier & Mayz.lin, 

2006) 

 

Detection Methods 

This sect.ion cov.ers a num.ber of stud.ies that have 

prop.osed vari.ous appro.aches for identi.fying fal.se 

revi.ews, inclu.ding mach.ine lear.ning techn.iques, 

behavi.oural anal.ysis, senti.ment anal.ysis, and lingu.istic 

anal.ysis. Many algor.ithms, such as Ran.dom For.est, 

Supp.ort Vec.tor Mach.ines, and Neu.ral Netw.orks, are 

inte.nded to distinguish betw.een genu.ine and decep.tive 

revi.ews. (Mukh.erjee et al., 2013; Ott et al., 2011) 

 

Artificial Intelligence 

By exami.ning revi.ewer behav.iour, lang.uage tre.nds, and 

rat.ing patt.erns, artif.icial intell.igence (AI) and natu.ral 
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lang.uage proce.ssing (NLP) techniques have impr.oved 

the capa.city to det.ect suspi.cious revie.ws.By exami.ning 

revi.ewer behav.iour, lingu.istic patt.erns, and rat.ing 

anoma.lies, AI and NLP have been used to iden.tify 

suspi.cious revi.ews. Howe.ver, detection syst.ems 

cont.inue to face diffic.ulties as AI-gen.erated mate.rial 

gets more comp.lex. (Mukh.erjee et al., 2013; Li et al., 

2023) 

 

Outline the research gap and the novelty of your 

research. 

The majo.rity of the rese.arch in this sect.ion has focu.sed 

on autom.atic detec.tion methods, whi.le a smal.ler 

num.ber of stud.ies have addre.ssed cons.umer pers.onal 

identif.ication and resp.onse to fraud.ulent revi.ews. 

Furthe.rmore, rese.arch from the Ind.ian e-com.merce 

sett.ing is lack.ing. By concent.rating on consu.mers' 

knowl.edge, tru.st, purch.asing behav.iour, and 

review/e.valuation techn.iques for prac.tice, the current 

stu.dy aims to addr.ess the.se defici.encies. (Luca and 

Zer.vas (2016) and Fili.eri (2015) 

 

Novelty of the Study 

The curr.ent stu.dy adds to the body of liter.ature in a 

num.ber of ways:  

Inst.ead than focus.sing just on techn.ology detec.tion 

techn.iques, this sect.ion expl.ains how it tak.es a 

customer.-centric appr.oach by exami.ning how 

consu.mers perceive, recog.nise, and rea.ct to fal.se digi.tal 

prod.uct evalua.tions. This sect.ion addre.sses the lack of 

rese.arch in the Ind.ian e-com.merce sec.tor by prese.nting 

empir.ical data from Ind.ian consu.mers, espec.ially young 

onl.ine buy.ers.This sect.ion discu.sses it exam.ines the 

influ.ence of decep.tive digi.tal prod.uct revi.ews not only 

on purc.hase decis.ions but also on cust.omer tru.st, post-

p.urchase satisf.action, confi.dence in online platf.orms, 

and fut.ure purch.asing behav.iour. 

 

This sect.ion expl.ores the use.ful techn.iques consu.mers 

emp.loy to spot misle.ading digi.tal prod.uct evalua.tions, 

such as cross-p.latform rev.iew compa.rison, veri.fied 

purc.hase tags, revi.ewer prof.ile anal.ysis, repet.itive 

lang.uage identif.ication, and stu.dy of extreme rati.ngs. 

It tak.es into account cons.umer aware.ness of 

contem.porary typ.es of misle.ading inte.rnet inform.ation 

and recog.nises the grow.ing prob.lem of AI-gen.erated 

revi.ews. 

 

In this part, the rese.arch pres.ents the idea of digi.tal 

lite.racy as a crit.ical compo.nent that may aff.ect 

consu.mers' capa.city to iden.tify fal.se digi.tal prod.uct 

evalua.tions and les.sen the.ir vulnera.bility to rev.iew 

manipu.lation.By fill.ing in the.se gaps, the curr.ent 

rese.arch contri.butes to both schol.arly liter.ature and 

use.ful pol.icy recommen.dations for enhan.cing tru.st and 

transp.arency in online market.places. It also prov.ides a 

more thor.ough underst.anding of decep.tive digi.tal 

prod.uct revi.ews from a behavi.oural perspe.ctive. 

 

 

Hypothesis 

The curr.ent study, "Im.pact of Fake Revi.ews on 

Cons.umer Buy.ing Behav.iour in the Cosm.etic Indu.stry 

and Meth.ods to Det.ect Them," exam.ines how custo.mers 

who buy bea.uty and cosm.etic prod.ucts onl.ine are 

affe.cted by fal.se prod.uct revi.ews. For consu.mers 

asses.sing skin.care, cosme.tics, hair.care, and pers.onal 

care ite.ms, digi.tal product evalua.tions have bec.ome an 

indispe.nsable sou.rce of inform.ation. There.fore, it is 

crit.ical for resear.chers and marke.ters to compr.ehend the 

imp.act of misle.ading digi.tal prod.uct revi.ews. The 

purp.ose of the.se hypot.heses is to invest.igate how 

buy.ers of cosm.etic prod.ucts are affe.cted by fal.se 

digi.tal prod.uct evalua.tions in ter.ms of tru.st, buy.ing 

intentions, purc.hase behav.iour, and rev.iew asses.sment 

meth.ods. 

 

Importance of Hypothesis in the Study 

It prov.ides an organ.ised frame.work for exami.ning 

cons.umer percep.tions of misle.ading digi.tal prod.uct 

evalua.tions in the cosme.tics indu.stry, this sect.ion's 

discu.ssion of hypot.hesis develo.pment is cruc.ial. It 

mak.es it poss.ible for the resea.rcher to concen.trate on 

perti.nent fact.ors and ass.ess correl.ations in a scien.tific 

man.ner. 

 

The follo.wing are the main advan.tages of formul.ating 

hypot.heses in this stu.dy:  

• It giv.es the investi.gators a cle.ar path.  

• It hel.ps unco.ver impor.tant fact.ors influe.ncing 

decis.ions to buy cosme.tics. 

• It facili.tates the develo.pment of connec.tions betw.een 

consumer behav.iour and rev.iew trustwor.thiness.  

• It mak.es statis.tical anal.ysis and interpr.etation eas.ier.  

• It mak.es it poss.ible to test rese.arch hypot.heses 

object.ively.  

• It hel.ps rea.ch judge.ments that are suppo.rted by 

evid.ence.  

• It facili.tates the methodical accompl.ishment of 

rese.arch goa.ls. 

 

The stu.dy's varia.bles that are indepe.ndent  

Fa.lse onl.ine prod.uct revi.ews, Exam.ine believa.bility.  

▪ Prod.uct evalua.tions  

▪ Purc.hase indica.tions that have been veri.fied  

▪ Aware.ness of consu.mers  

▪ Knowl.edge of digi.tal techn.ology  

▪ Suspicious rev.iew tra.its  

▪ Exam.ine detec.tion techn.iques  

▪ Varia.bles that are depen.dent  

▪ Purc.hase patt.erns for cosme.tics  

▪ Inten.tion to buy  

▪ Cust.omer confi.dence  

▪ Decis.ions abo.ut prod.uct selec.tion  

▪ Satisf.action aft.er buy.ing  

▪ Self-as.surance on virt.ual cosme.tics platf.orms 
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Research Hypotheses 

• H1: Custo.mers' decis.ions to buy cosme.tics and 

bea.uty ite.ms are grea.tly influ.enced by decep.tive 

inte.rnet prod.uct revi.ews.  

• H2: Custo.mers' tru.st in online cosm.etic buy.ing 

platf.orms is signifi.cantly correlated with misle.ading 

digi.tal prod.uct revi.ews. 

• H3-Consu.mers rely extens.ively on digital prod.uct 

revi.ews and rati.ngs whi.le purch.asing cosm.etic 

prod.ucts. 

• H4: Exagge.rated cla.ims, repeti.tious phra.sing, and 

unrealistic prod.uct prom.ises are ways that 

consumers mig.ht spot pho.ney evalua.tions of 

cosm.etic prod.ucts.  

• H5-Ve.rified purc.hase revi.ews are seen as more 

reli.able than non-ve.rified ones.  

• H6: Decep.tive inte.rnet product revi.ews have less of 

an imp.act on consu.mers' inte.nts to buy cosme.tics 

when consu.mers are more awa.re of them.  

• H7-Post.-purchase unhapp.iness is more com.mon 

amo.ng consu.mers who buy cosme.tics bas.ed on 

decep.tive evalua.tions.  

H8: Mach.ine lear.ning and artif.icial intell.igence are 

use.ful techn.iques for spot.ting fraud.ulent 

evalua.tions of cosm.etic prod.ucts. 

• H9-Y.oung consu.mers rely more on onl.ine prod.uct 

revi.ews than do old.er consu.mers. 

• H10: Revi.ews of bea.uty prod.ucts that are thor.ough 

and impar.tial are seen as more reli.able than tho.se 

that are too favou.rable.  

• H11: When buy.ing cosme.tics onl.ine, consu.mers that 

are digit.ally lite.rate are far less vulne.rable to 

misle.ading digi.tal prod.uct revi.ews. 

 

Null Hypotheses  

• NH1: Purc.hase behav.iour for cosm.etic prod.ucts is 

not much impa.cted by decep.tive digi.tal prod.uct 

revi.ews. 

• NH2: Custo.mers' tru.st in onl.ine cosm.etic platf.orms 

is not signifi.cantly correlated with misle.ading 

digi.tal prod.uct reviews.  

• NH3-When buy.ing cosme.tics, consu.mers don't 

prima.rily dep.end on onl.ine prod.uct revi.ews.  

NH4: Fake cosm.etic revi.ews are diffi.cult for 

consu.mers to spot. 

• Revi.ews of NH5-Ve.rified purch.ases are not seen to be 

more reliable than tho.se that are not.  

NH6: The imp.act of misle.ading inte.rnet prod.uct 

revi.ews on purc.hase inten.tions is unaff.ected by 

cons.umer knowl.edge.  

• NH7: Post-p.urchase happi.ness is not much impa.cted 

by decep.tive digi.tal prod.uct revi.ews.  

• NH8: Artif.icial intell.igence meth.ods are ineffe.ctive 

in identi.fying pho.ney evalua.tions of cosm.etic 

prod.ucts.  

• NH9: When buy.ing cosme.tics, youn.ger consu.mers 

are not more reli.ant on onl.ine prod.uct revi.ews than 

old.er consu.mers.  

• Promot.ional revi.ews are seen as more reput.able than 

NH10-b.alanced revi.ews.  

NH11: The imp.act of misle.ading inte.rnet prod.uct 

revi.ews on cosm.etic buy.ing behav.iour is not much 

dimin.ished by cons.umer digi.tal lite.racy. 

 

Characteristics of the Hypotheses 

The hypot.heses formu.lated in this rese.arch poss.ess the 

essen.tial characte.ristics of a sou.nd rese.arch hypot.hesis: 

• Clar.ity: The asser.tions are straight.forward and 

unambi.guous.  

• Specif.icity: The theo.ries concen.trate on cust.omer 

behav.iour and revi.ews of cosm.etic prod.ucts.  

• Testab.ility: Sur.vey data may be used to anal.yse each 

cla.im.  

• Logical Relati.onship: The.re is a cle.ar defin.ition of 

indepe.ndent and depen.dent varia.bles.  

• Pract.ical Relev.ance: The theo.ries tac.kle act.ual 

prob.lems that consu.mers of cosme.tics encou.nter.  

• Rese.arch Align.ment: Eve.ry hypot.hesis has a cle.ar 

conne.ction to the goa.ls of the stu.dy.  

• Empir.ical Verifi.cation: Bas.ed on gath.ered data, the 

theo.ries may be appr.oved or den.ied. 

 

III. RESEARCH METHODOLOGY 
 

The stu.dy method.ology for the top.ic "Fake Revi.ews and 

the.ir Imp.act on Cons.umer Buy.ing Behav.iour in the 

Cosm.etic Indu.stry" is descr.ibed in this part. The 

purp.ose of this stu.dy is to lea.rn more abo.ut how digi.tal 

prod.uct revi.ews aff.ect consu.mers' decis.ions to buy 

cosme.tics and bea.uty ite.ms, as well as what tact.ics 

consu.mers use to distin.guish betw.een genu.ine and 

fraud.ulent evalua.tions. This sect.ion exam.ines how 

consu.mers frequ.ently read onl.ine revi.ews, rati.ngs, and 

cust.omer comm.ents bef.ore mak.ing a purc.hase in the 

curr.ent digi.tal era, and how the cosmetics sec.tor in 

parti.cular has bec.ome more depen.dent on onl.ine 

platf.orms for sal.es. The cosme.tics sec.tor is particularly 

reli.ant on e-commerce platf.orms, and bef.ore mak.ing a 

purc.hase, consu.mers frequ.ently cons.ult prod.uct 

revi.ews, soc.ial med.ia influe.ncers, onl.ine rati.ngs, and 

cust.omer feed.back. To coll.ect signif.icant data abo.ut 

consu.mers' perspe.ctives and experi.ences of misle.ading 

inte.rnet prod.uct revi.ews, a metho.dical rese.arch 

appr.oach was requir.ed.The stu.dy des.ign, sampling 

stra.tegy, data colle.cting, questio.nnaire des.ign, data 

anal.ysis, and rese.arch constr.aints are all expla.ined in 

this chap.ter. 

 

Research Design 

Both descri.ptive and analy.tical rese.arch meth.ods are 

used in this stu.dy.  

 

In ord.er to compr.ehend cons.umer behav.iour, attit.udes 

abo.ut webs.ite revi.ews, knowl.edge of disho.nest digi.tal 

prod.uct evalua.tions, and confi.dence in onl.ine skin care 

prod.uct revi.ews, a descri.ptive techn.ique was used. At 

the same time, an analy.tical met.hod was used to 
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exam.ine the conne.ction betw.een cons.umer tru.st, 

purc.hase inten.tion, purch.asing choi.ces, and misle.ading 

digi.tal prod.uct revi.ews. Specif.ically, the stu.dy see.ks to 

foc.us on: the imp.act of fake revi.ews on cosm.etic 

purch.ases. Have fai.th in inte.rnet revi.ews of cosme.tics. 

underst.anding of impr.oper rev.iew proce.dures: 

• Techn.iques for spot.ting misle.ading onl.ine prod.uct 

revi.ews.  

• The influ.ence of the revi.ew's reliab.ility on cosmetics 

purch.ases.  

 

This sect.ion expl.ains how the cho.sen stu.dy des.ign 

allo.wed the resea.rcher to lea.rn in-d.epth inform.ation 

abo.ut the clie.nts and to recog.nise patt.erns and tre.nds in 

their cond.uct. 

 

Nature of the Study 

Sin.ce the stu.dy is bas.ed on repl.ies from act.ual 

consu.mers who oft.en purc.hase cosme.tics and bea.uty 

ite.ms onl.ine, it is empir.ical. The stu.dy discu.ssed in this 

sect.ion prima.rily focu.ses on consu.mers' act.ual 

experi.ences utili.sing a vari.ety of bea.uty ite.ms on 

digi.tal platf.orms, inclu.ding skin care prod.ucts, 

cosme.tics, pers.onal care prod.ucts, and beauty bra.nds. A 

quanti.tative research techn.ique is also empl.oyed 

beca.use the stu.dy is predi.cated on quanti.fiable sur.vey 

resu.lts. This section expl.ains how the data was gath.ered, 

expre.ssed in numer.ical form, and then exam.ined using 

percen.tages, cha.rts, and graph.ical represen.tations to 

iden.tify signif.icant tre.nds. 

 

The method.ology was plan.ned to accom.plish the 

follo.wing goa.ls: 

• To look at how custo.mers' purc.hase decis.ions in the 

cosme.tics busi.ness are affe.cted by fal.se digi.tal 

prod.uct revi.ews.  

•  To invest.igate the conne.ction betw.een cust.omer 

tru.st and misle.ading digi.tal prod.uct revi.ews.  

•  To under.stand how digi.tal prod.uct revi.ews aff.ect the 

purc.hase of cosme.tics.  

• To deter.mine the techn.iques consu.mers emp.loy to 

spot fal.se onl.ine prod.uct revi.ews.  

• to exam.ine cons.umer aware.ness of decep.tive review 

tact.ics.  

•  To invest.igate the imp.act of fake rati.ngs on cust.omer 

satisf.action. 

• To evaluate seve.ral techn.ology meth.ods for 

identi.fying fraud.ulent onl.ine prod.uct revi.ews. 

• To invest.igate elem.ents that aff.ect a revi.ew's 

plausi.bility.  

• To compr.ehend the ext.ent to whi.ch consu.mers rely 

on revi.ews and rati.ngs when purch.asing cosm.etic 

ite.ms. 

 

Scope of the Study 

This rese.arch incl.udes only onl.ine cosm.etic and bea.uty 

prod.uct buy.ers. 

 

 

The rese.arch cov.ers: 

• Skin.care prod.ucts 

• Mak.eup  

• Hair.care prod.ucts 

• Clea.ning supp.lies and air fresh.eners 

• Onl.ine cosm.etic market.places 

• Cons.umer rev.iew syst.ems 

• Impro.perly mar.ked up prod.ucts 

 

People purchase products based on reviews: 

Cosm.etic compa.nies, inte.rnet retai.lers, marke.ters, 

acade.mics, and consu.mers who wish to lea.rn more 

abo.ut cons.umer behav.iour and the vera.city of revi.ews 

may find val.ue in the find.ings of this stu.dy. 

 

Sample Design 

Custo.mers who oft.en shop onl.ine for cosme.tics and 

bea.uty ite.ms and che.ck cust.omer revi.ews bef.ore 

mak.ing a purc.hase are incl.uded in the sam.ple 

popul.ation discu.ssed in this sect.ion. This sect.ion 

expl.ains that 32 legit.imate answ.ers were rece.ived and 

tak.en into conside.ration. The respondents' vary.ing age 

gro.ups, educat.ional backgr.ounds, and occupa.tional 

backgr.ounds contri.buted to the.ir dive.rse perspe.ctives 

on cosme.tics onl.ine buy.ing hab.its.  

 

Amo.ng the respo.nders were:  

• Stud.ents 

• Empl.oyed profess.ionals  

• House.wives  

• You.ng consu.mers who purc.hase onl.ine tho.se who 

oft.en purc.hase cosme.tics.  

 

This sect.ion expl.ains how the sam.ple size was lar.ge 

eno.ugh to give suffi.cient insi.ght into how consu.mers 

perce.ived the legit.imacy of revi.ews in the cosme.tics 

sec.tor and misle.ading digital prod.uct revi.ews. 

 

Sampling Technique 

Partici.pants were sele.cted bas.ed on the.ir availa.bility 

and des.ire to partic.ipate, conven.ience samp.ling was 

empl.oyed in the study..This stra.tegy was cho.sen 

beca.use it.The respon.dents were read.ily acces.sible. 

Both time and mon.ey were insuff.icient for the 

resea.rch.It made it poss.ible to quic.kly get cli.ent 

feedb.ack.It is frequ.ently used in acad.emic rese.arch 

initia.tives. Conven.ience samp.ling was able to prov.ide 

insi.ght into the behav.iour of onl.ine cosm.etic buy.ers, 

even if it mig.ht not accur.ately repre.sent the popul.ation 

as a who.le. 

 

Sources of Data Collection 

Primary Data 

A struc.tured onl.ine questio.nnaire was used to dire.ctly 

coll.ect the prim.ary data from the respon.dents.  

 

The sur.vey gath.ered data on:  

• Purch.asing patt.erns for cosme.tics  

• Reli.ance on onl.ine prod.uct evalua.tions  
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• Have fai.th in cli.ent feedback aware.ness of misle.ading 

onl.ine prod.uct revi.ews. recogn.ising disho.nest 

onl.ine prod.uct revi.ews. Exam.ine verifi.cation 

proce.dures.  

Custo.mers' purchasing decis.ions are influ.enced by 

revi.ews. 

 

Secondary Data 

Secon.dary data was gath.ered from:  

• Schol.arly public.ations  

• Schol.arly arti.cles  

• Boo.ks  

• Indu.stry repo.rts  

• Public.ations on mar.ket rese.arch  

• Repo.rts on the cosme.tics busi.ness  

• Rese.arch on cons.umer behav.iour  

 

This sect.ion addre.sses the secon.dary sour.ces that 
aid.ed in the develo.pment of the resea.rch's 
theore.tical frame.work and impr.oved 
compreh.ension of the body of knowl.edge abo.ut 
fal.se digi.tal prod.uct revi.ews and cons.umer 
behav.iour. 
 

Research Instrument 

Struc.tured questio.nnaire was the main rese.arch 

instr.ument. 

The questio.nnaire aim.ed to gat.her inform.ation on the 

follo.wing: 

• The demogr.aphic prof.ile of the respon.dents  

• Onl.ine cosm.etic shop.ping behav.iour. 

• Beli.eve in revi.ews and rati.ngs 

• Famili.arity with fal.se revi.ews.  

• Famili.arity in the art of putt.ing out fal.se revi.ews. 

• Aware.ness on fake rev.iew pract.ices. 

• How to ens.ure authen.ticity of revi.ews. 

• Meth.ods of authent.icating revi.ews. 

 

The majo.rity of the quest.ions were clo.sed end.ed, whi.ch 

allo.wed for sim.ple anal.ysis and interpr.etation. 

The questio.nnaire was desi.gned to be as sim.ple and 

easy-.to-use as poss.ible to maxi.mize partici.pation and 

prov.ide accu.rate answ.ers. 

 

The respo.nses were systematically anal.ysed and 

organ.ized. 

 

The follo.wing proce.dure was carr.ied out: 

• Editing-Respon.dents' answ.ers were revi.ewed for 

comple.teness and consis.tency. 

• Classification-The answ.ers were class.ified by 

demogr.aphic and behav.ioral attri.butes. 

• Tabulation-Data was prese.nted in tab.les to facil.itate 

its easy presen.tation and compa.rison. 

• Analysis-Patt.erns and tre.nds were ident.ified with 

perce.ntage anal.ysis and graph.ical represe.ntation 

techn.iques. 

IV. DATA ANALYSIS AND 

INTERPRETATION 
 

Data anal.ysis is the proc.ess of organ.izing, interp.reting, 

and prese.nting colle.cted inform.ation to discover use.ful 

patt.erns and conclu.sions. Accor.ding to rese.arch 

methodo.logies discu.ssed in acad.emic sour.ces, data 

anal.ysis hel.ps resear.chers iden.tify tre.nds, 

relatio.nships, and meani.ngful insi.ghts from sur.vey 

respo.nses. 

 

How Data Analysis is Done Forr the Study? 

Percen.tage anal.ysis and graph.ical techn.iques such as 

pie cha.rts and bar gra.phs were used. The.se too.ls hel.ped 

iden.tify patt.erns, tre.nds, and relatio.nships betw.een 

varia.bles such as tru.st in reviews, purc.hase decis.ions, 

aware.ness of fake revi.ews, and meth.ods used to iden.tify 

decep.tive revie.ws.The anal.ysis reve.aled that onl.ine 

revi.ews play an impor.tant role in influe.ncing cons.umer 

purc.hase decisions. Most respon.dents repo.rted read.ing 

revi.ews bef.ore buy.ing cosm.etic prod.ucts and sho.wed 

aware.ness of the exist.ence of fake revi.ews. Many 

consu.mers rel.ied on indic.ators such as veri.fied 

purc.hase tags, revi.ewer prof.iles, bala.nced feed.back, 

and review consis.tency to jud.ge the authen.ticity of 

revi.ews. Over.all, the anal.ysis prov.ided valu.able 

insi.ghts into how consu.mers perc.eive onl.ine revi.ews 

and highli.ghted the need for more reli.able and 

transp.arent rev.iew syst.ems in the cosm.etic indu.stry. 

 

Dataset Overview 

Sam.ple Size: 50 respon.dents 

 

Anal.ysis of Ques.tion: Name 

 
Interpr.etation: This sect.ion discu.sses the abo.ve gra.ph 

pres.ents respon.dents’ answ.ers rela.ted to the ques.tion: 

"Name”. The majo.rity of respon.dents sele.cted "Ya.shi 

Gov.il" with a frequ.ency of 1 resp.onse. This indic.ates 

that partic.ipants stro.ngly assoc.iate decep.tive digi.tal 

prod.uct revi.ews with chan.ges in cust.omer tru.st and 

purc.hase behav.iour. The find.ings sugg.est that 

custo.mers are hig.hly influ.enced by digi.tal prod.uct 

revi.ews before mak.ing purch.asing decis.ions. Many 

respon.dents also app.ear awa.re of meth.ods used to 

iden.tify decep.tive digi.tal prod.uct revi.ews, such as 

chec.king rev.iew authen.ticity, veri.fied purch.ases, 

repet.itive comm.ents, and suspi.cious rat.ing patt.erns. 

The graph.ical represe.ntation clearly sho.ws the 

distri.bution of respo.nses and highl.ights over.all 

cust.omer perce.ption regar.ding decep.tive digital 

prod.uct revi.ews in onl.ine market.places. 
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Anal.ysis of Ques.tion: Q1. What is your age gro.up? 

 
 

Interpre.tation: The find.ings indi.cate that you.ng 

custo.mers form the larg.est segm.ent of onl.ine cosm.etic 

buy.ers. This age gro.up acti.vely purch.ases skin.care, 

mak.eup, and bea.uty prod.ucts thro.ugh e-com.merce 

platf.orms and frequ.ently rel.ies on digi.tal prod.uct 

revi.ews bef.ore mak.ing purch.asing decis.ions. 

 

Anal.ysis of Ques.tion: Q2. What is your gen.der? 

 
 

Interpre.tation: Fem.ale custo.mers repre.sent the majo.rity 

of cosm.etic prod.uct buy.ers in the rese.arch. This 

sugg.ests that wom.en are more enga.ged with cosm.etic 

revi.ews and are signifi.cantly affe.cted by onl.ine 

feed.back whi.le selec.ting bea.uty produc.ts.This sect.ion 

discu.sses this indic.ates that partic.ipants stro.ngly 

assoc.iate deceptive digi.tal prod.uct revi.ews with 

chan.ges in cust.omer tru.st and purc.hase behav.iour. The 

find.ings sugg.est that custo.mers are hig.hly influ.enced 

by digi.tal prod.uct revi.ews bef.ore mak.ing purch.asing 

decis.ions. Many respon.dents also app.ear awa.re of 

meth.ods used to iden.tify decep.tive digi.tal prod.uct 

reviews, such as chec.king rev.iew authen.ticity, veri.fied 

purch.ases, repetitive comm.ents, and suspi.cious rat.ing 

patt.erns. 

 

The graph.ical represe.ntation clea.rly sho.ws the 

distri.bution of respo.nses and highl.ights over.all 

cust.omer perce.ption regar.ding decep.tive digi.tal 

prod.uct revi.ews in onl.ine market.places. 

 

Anal.ysis of Ques.tion: Q3. How oft.en do you shop 

onl.ine? 

 
 

Interpr.etation: This sect.ion discu.sses 16 respon.dents 

(32%) sele.cted Frequ.ently. 

A lar.ge propo.rtion of respon.dents regul.arly purc.hase 

prod.ucts onl.ine. This demons.trates that onl.ine 

platf.orms have bec.ome cruc.ial chan.nels for cosm.etic 

purch.ases, incre.asing the influ.ence of digi.tal prod.uct 

revi.ews on cust.omer decis.ions. This indic.ates that 

partic.ipants stro.ngly assoc.iate decep.tive digi.tal 

prod.uct revi.ews with chan.ges in cust.omer tru.st and 

purc.hase behav.iour. The find.ings sugg.est that 

custo.mers are hig.hly influ.enced by digi.tal prod.uct 

revi.ews bef.ore mak.ing purch.asing decis.ions. Many 

respon.dents also app.ear awa.re of meth.ods used to 

iden.tify decep.tive digi.tal prod.uct revi.ews, such as 

chec.king rev.iew authen.ticity, veri.fied purch.ases, 

repet.itive comm.ents, and suspicious rat.ing patter.ns.The 

graphical represe.ntation clearly sho.ws the distri.bution of 

respo.nses and highl.ights over.all cust.omer decep.tive 

digi.tal prod.uct revi.ews in onl.ine market.places. 

perce.ption regar.ding 

 

Anal.ysis of Ques.tion: Q4. How oft.en do you read 

revi.ews bef.ore purch.asing a prod.uct? 

 
Interpret.ation:The abo.ve gra.ph pres.ents respon.dents’ 

answ.ers rela.ted to the ques.tion: "Q4. How oft.en do you 

read revi.ews bef.ore purch.asing a produ.ct?".The 

majo.rity of respon.dents sele.cted "Al.ways" with a 

frequ.ency of 20 respo.nses. 

This indic.ates that partic.ipants stro.ngly assoc.iate 

decep.tive digi.tal prod.uct revi.ews with chan.ges in 

cust.omer tru.st and purc.hase behav.iour. The find.ings 

suggest that custo.mers are hig.hly influ.enced by digital 

prod.uct revi.ews bef.ore making purch.asing decis.ions. 

Many respon.dents also app.ear awa.re of meth.ods used to 

iden.tify decep.tive digi.tal prod.uct revi.ews, such as 

chec.king rev.iew authen.ticity, veri.fied purch.ases, 

repet.itive comm.ents, and suspi.cious rat.ing patter.ns.The 

graph.ical representation clea.rly sho.ws the distri.bution 

of respo.nses and highl.ights over.all cust.omer perce.ption 

regar.ding decep.tive digi.tal product revi.ews in onl.ine 

market.places. 

 

Anal.ysis of Ques.tion: Q5. How much do digi.tal prod.uct 

revi.ews influ.ence your buying deci.sion? 

 

http://www.ijnrefm.com/


 

International Journal for Novel Research in Economics , Finance and Management  

www.ijnrefm.com 

ISSN: 
3048-7722 

Volume 4, Issue 3, May-June-2026, PP: 01-17 
 

 Page-10 

  

Interpr.etation: This sect.ion discu.sses 19 respon.dents 

(38%) sele.cted Moder.ately Influent.ial.This indic.ates 

that partic.ipants stro.ngly assoc.iate decep.tive digi.tal 

prod.uct revi.ews with chang.esin cust.omer tru.st and 

purc.hase behav.iour. The find.ings sugg.est that 

custo.mers are hig.hly influ.enced by digi.tal prod.uct 

revi.ews bef.ore mak.ing purchasing decis.ions. Many 

respon.dents also app.ear awa.re of meth.ods used to 

iden.tify decep.tive digi.tal prod.uct revi.ews, such as 

chec.king rev.iew authen.ticity, veri.fied purchases, 

repet.itive comm.ents, and suspi.cious rat.ing patt.erns. 

 

Anal.ysis of Ques.tion: Q6. Whi.ch plat.form do you tru.st 

most for revi.ews? 

 
Interpret.ation:21 respon.dents (42%) tru.st E-commerce 

Webs.ites (Am.azon, Flip.kart). 

Consu.mers perc.eive revi.ews pos.ted on maj.or e-

com.merce platf.orms as more reli.able than revi.ews 

fou.nd on oth.er chan.nels, mak.ing the.se platf.orms 

influe.ntial in cosm.etic purc.hase behaviour. This 

indic.ates that partic.ipants stro.ngly assoc.iate decep.tive 

digi.tal prod.uct revi.ews with chan.ges in cust.omer tru.st 

and purc.hase behav.iour. The find.ings sugg.est that 

custo.mers are hig.hly influ.enced by digi.tal prod.uct 

revi.ews bef.ore mak.ing purch.asing decis.ions. Many 

respon.dents also app.ear awa.re of meth.ods used to 

iden.tify decep.tive digi.tal prod.uct revi.ews, such as 

chec.king rev.iew authen.ticity, veri.fied purch.ases, 

repet.itive comm.ents, and suspi.cious rat.ing patt.erns 

8. Anal.ysis of Ques.tion: Q7. What type of revi.ews do 

you trust more? 

 
This sect.ion discu.sses interpretation:The abo.ve gra.ph 

pres.ents respon.dents’ answ.ers rela.ted to the ques.tion: 

"Q7. What type of revi.ews do you tru.st more?".20 

respon.dents (40%) tru.st Bala.nced Revi.ews (Both 

Posi.tive and Nega.tive). 

This indic.ates that partic.ipants stro.ngly assoc.iate 

decep.tive digi.tal prod.uct revi.ews with chan.ges in 

cust.omer tru.st and purc.hase behav.iour. The find.ings 

sugg.est that custo.mers are hig.hly influ.enced by digi.tal 

prod.uct revi.ews bef.ore mak.ing purch.asing decis.ions. 

Many respon.dents also app.ear awa.re of meth.ods used to 

iden.tify decep.tive digi.tal prod.uct reviews, such as 

chec.king rev.iew authen.ticity, veri.fied purch.ases, 

repet.itive comm.ents, and suspi.cious rat.ing patt.erns. 

9. Anal.ysis of Ques.tion: Q8. Are you awa.re that 

decep.tive digital prod.uct revi.ews exi.st onl.ine? 

 
Interpret.ation:42 respon.dents (84%) answ.ered Yes..This 

indic.ates that partic.ipants stro.ngly assoc.iate decep.tive 

digi.tal prod.uct revi.ews with chan.ges in cust.omer tru.st 

and purc.hase behav.iour. The find.ings sugg.est that 

custo.mers are hig.hly influ.enced by digital prod.uct 

revi.ews before mak.ing purch.asing decis.ions. Many 

respon.dents also appear awa.re of meth.ods used to 

iden.tify deceptive digi.tal prod.uct revi.ews, such as 

chec.king rev.iew authen.ticity, veri.fied purch.ases, 

repet.itive comm.ents, and suspi.cious rat.ing patt.erns. 

 

Anal.ysis of Ques.tion: Q9. How oft.en do you susp.ect a 

rev.iew to be fake? 

 
Interpret.ation:24 respon.dents (48%) sele.cted 

Someti.mes.The majo.rity of respon.dents sele.cted 

"Some.times" with a frequ.ency of 20 respo.nses. This 

indic.ates that partic.ipants stro.ngly assoc.iate decep.tive 

digi.tal prod.uct revi.ews with chan.ges in cust.omer tru.st 

and purc.hase behav.iour. The find.ings sugg.est that 

custo.mers are hig.hly influ.enced by digi.tal prod.uct 

revi.ews bef.ore mak.ing purch.asing decis.ions. Many 

respon.dents also app.ear awa.re of meth.ods used to 

iden.tify decep.tive digi.tal prod.uct revi.ews, such as 

chec.king rev.iew authenticity, veri.fied purch.ases, 

repet.itive comm.ents, and suspi.cious rat.ing patt.erns. 

 

Anal.ysis of Ques.tion: Q10. Whe.re do you thi.nk 

decep.tive digi.tal prod.uct revi.ews are most com.mon? 

 
Interpre.tation: Respon.dents beli.eve decep.tive digi.tal 

prod.uct revi.ews are wides.pread acr.oss mult.iple 

platf.orms, partic.ularly soc.ial med.ia and onl.ine 

marketpl.aces.This sect.ion discu.sses this indic.ates that 
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partic.ipants stro.ngly assoc.iate decep.tive digi.tal 

prod.uct revi.ews with chan.ges in cust.omer tru.st and 

purc.hase behav.iour. The find.ings sugg.est that 

custo.mers are highly influ.enced by digi.tal prod.uct 

revi.ews bef.ore mak.ing purch.asing decis.ions. Many 

respon.dents also app.ear awa.re of meth.ods used to 

iden.tify decep.tive digi.tal prod.uct revi.ews, such as 

chec.king rev.iew authen.ticity, veri.fied purch.ases, 

repet.itive comm.ents, and suspi.cious rat.ing patt.erns. 

12. Anal.ysis of Ques.tion: Q11. What is your main 

concern abo.ut decep.tive digi.tal prod.uct revi.ews? 

 
This sect.ion discu.sses interpr.etation: Misle.ading 

inform.ation is the bigg.est conc.ern, as decep.tive digi.tal 

product revi.ews can influ.ence custo.mers into mak.ing 

poor purc.hase decis.ions. This indic.ates that partic.ipants 

strongly assoc.iate decep.tive digi.tal prod.uct reviews 

with chan.ges in cust.omer tru.st and purc.hase behav.iour. 

The find.ings sugg.est that custo.mers are hig.hly 

influ.enced by digi.tal prod.uct revi.ews bef.ore mak.ing 

purchasing decis.ions. Many respon.dents also app.ear 

awa.re of meth.ods used to iden.tify decep.tive digi.tal 

prod.uct revi.ews, such as chec.king rev.iew authen.ticity, 

veri.fied purch.ases, repet.itive comm.ents, and suspicious 

rat.ing patt.erns. 

 

Anal.ysis of Ques.tion: Q12. Have you ever bou.ght a 

prod.uct bas.ed on revi.ews that tur.ned out to be 

misle.ading 

 
Interpre.tation: The abo.ve gra.ph pres.ents respon.dents’ 

answ.ers rela.ted to the ques.tion: "Q12. Have you ever 

bou.ght a prod.uct bas.ed on revi.ews that tur.ned out to be 

misle.ading”. This indic.ates that partic.ipants stro.ngly 

assoc.iate decep.tive digi.tal prod.uct reviews with 

chan.ges in cust.omer tru.st and purchase behav.iour. The 

find.ings sugg.est that custo.mers are hig.hly influ.enced 

by digi.tal product revi.ews bef.ore mak.ing purch.asing 

decisions. Many respon.dents also app.ear awa.re of 

meth.ods used to iden.tify decep.tive digi.tal prod.uct 

revi.ews, such as chec.king review authen.ticity, veri.fied 

purch.ases, repet.itive comm.ents, and suspi.cious rat.ing 

patt.erns. 

 

 

Anal.ysis of Ques.tion: Q13. If yes, how did it aff.ect your 

fut.ure purch.ases? 

 
Interpre.tation: This indic.ates that partic.ipants stro.ngly 

assoc.iate decep.tive digi.tal product revi.ews with 

chan.ges in cust.omer tru.st and purc.hase behav.iour. The 

find.ings sugg.est that custo.mers are hig.hly influ.enced 

by digi.tal prod.uct revi.ews bef.ore mak.ing purch.asing 

decis.ions. Many respon.dents also app.ear awa.re of 

meth.ods used to identify decep.tive digi.tal prod.uct 

revi.ews, such as chec.king rev.iew authen.ticity, veri.fied 

purch.ases, repet.itive comm.ents, and suspi.cious rat.ing 

patterns. 

 

Most respon.dents bec.ame more caut.ious, show.ing that 

nega.tive experi.ences incr.ease cust.omer vigil.ance. 

 

Anal.ysis of Ques.tion: Q14. Wou.ld decep.tive digi.tal 

prod.uct revi.ews stop you from buy.ing a prod.uct? 

 
Interpretation:Many respon.dents sta.ted that decep.tive 

digi.tal prod.uct revi.ews wou.ld disco.urage them from 

purch.asing a prod.uct, refle.cting the impor.tance of tru.st. 

This indic.ates that partic.ipants stro.ngly assoc.iate 

deceptive digi.tal prod.uct revi.ews with chan.ges in 

cust.omer tru.st and purc.hase behav.iour. The find.ings 

sugg.est that custo.mers are hig.hly influ.enced by digi.tal 

prod.uct revi.ews bef.ore mak.ing purch.asing decis.ions. 

Many respon.dents also app.ear awa.re of meth.ods used to 

iden.tify decep.tive digi.tal prod.uct revi.ews, such as 

checking rev.iew authen.ticity, veri.fied purch.ases, 

repet.itive comm.ents, and suspi.cious rat.ing patt.erns. 

 

Anal.ysis of Ques.tion: Q15. How lik.ely are you to avo.id 

a prod.uct with suspicious revi.ews? 
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Interpret.ation:The abo.ve gra.ph pres.ents respon.dents’ 

answ.ers rela.ted to the ques.tion: "Q15. How lik.ely are 

you to avo.id a prod.uct with suspi.cious reviews?".Most 

partic.ipants are lik.ely to avoid prod.ucts with suspi.cious 

reviews, indicating that review authenticity influ.ences 

purc.hase behav.iour. 

 

Anal.ysis of Ques.tion: Q16. Do you tru.st prod.ucts with 

only 5-s.tar revi.ews? 

 
Interpr.etation: Most respon.dents do not tru.st prod.ucts 

with only 5-s.tar rati.ngs, sugge.sting that custo.mers 

exp.ect a mix of opin.ions. 

 

Anal.ysis of Ques.tion: Q17. How do you iden.tify 

decep.tive digi.tal prod.uct revi.ews? 

 
Interpre.tation: Respon.dents use mult.iple meth.ods to 

iden.tify decep.tive digi.tal prod.uct revi.ews, indic.ating a 

compreh.ensive appr.oach to evalu.ating review 

authen.ticity. This indic.ates that partic.ipants stro.ngly 

assoc.iate decep.tive digi.tal prod.uct revi.ews with 

chan.ges in cust.omer tru.st and purc.hase behav.iour. The 

find.ings sugg.est that custo.mers are hig.hly influ.enced 

by digi.tal prod.uct revi.ews bef.ore mak.ing purch.asing 

decis.ions. Many respon.dents also app.ear awa.re of 

meth.ods used to iden.tify decep.tive digi.tal prod.uct 

revi.ews, such as checking rev.iew authen.ticity, veri.fied 

purchases, repet.itive comm.ents, and suspi.cious rat.ing 

patt.erns 

 

Anal.ysis of Ques.tion: Q18. What sign.als make a rev.iew 

suspi.cious? 

 
Interpretation: Most partic.ipants beli.eve seve.ral 

warn.ing sig.ns toge.ther indi.cate decep.tive digi.tal 

prod.uct reviews, rat.her than rely.ing on a sin.gle fac.tor. 

 

Anal.ysis of Ques.tion: Q19. Do you che.ck revi.ewer 

prof.iles bef.ore trus.ting revi.ews? 

 
Interpre.tation: Many respon.dents examine revi.ewer 

profiles, show.ing that custo.mers seek addit.ional 

verifi.cation bef.ore trus.ting feed.back. This indic.ates 

that partic.ipants stro.ngly assoc.iate decep.tive digi.tal 

prod.uct revi.ews with chan.ges in cust.omer tru.st and 

purc.hase behav.iour. The find.ings suggest that 

custo.mers are hig.hly influ.enced by digi.tal prod.uct 

revi.ews bef.ore mak.ing purch.asing decis.ions. Many 

respon.dents also app.ear awa.re of methods used to 

iden.tify decep.tive digi.tal prod.uct revi.ews, such as 

chec.king rev.iew authen.ticity, veri.fied purch.ases, 

repet.itive comm.ents, and suspi.cious rat.ing patt.erns. 

 

Anal.ysis of Ques.tion: Q20. Do you rely on “ver.ified 

purc.hase” tags? 

 
Interpretation:Most respon.dents rely on veri.fied 

purc.hase lab.els, consid.ering them a cruc.ial indic.ator of 

authen.ticity. 

 

Anal.ysis of Ques.tion: Q21. Do you comp.are reviews 

acr.oss platf.orms? 

 
Interpre.tation:A signif.icant num.ber of respon.dents 

comp.are revi.ews acr.oss diffe.rent platf.orms to ens.ure 

accu.racy and reliab.ility. 

 

Anal.ysis of Ques.tion: Q22. What matt.ers more when 

buy.ing a prod.uct? 

 
Interpret.ation:The abo.ve graph pres.ents respon.dents’ 

answ.ers rela.ted to the ques.tion: "Q22. What matt.ers 

more when buy.ing a prod.uct?". The majo.rity of 

respon.dents sele.cted "Br.and reput.ation" Bra.nd 

reput.ation slightly outwe.ighs revi.ews, sugge.sting that 

both tru.st in the bra.nd and cust.omer feed.back influ.ence 

purch.ases. 
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Anal.ysis of Ques.tion: Q23. Wou.ld you tru.st influ.encer 

revi.ews? 

 
Interpr.etation: Most respon.dents tru.st influ.encer 

revi.ews only somet.imes, indic.ating cautious accep.tance 

of influ.encer recommen.dations. 

 

Anal.ysis of Ques.tion: Q24. Do you thi.nk compa.nies 

manip.ulate revi.ews? 

 
Interpret.ation:The abo.ve gra.ph pres.ents respon.dents’ 

answ.ers rela.ted to the ques.tion: "Q24. Do you thi.nk 

compa.nies manip.ulate reviews?". Half of the 

respon.dents beli.eve compa.nies manip.ulate revi.ews, 

refle.cting conc.erns abo.ut rev.iew credib.ility. 

 

Anal.ysis of Ques.tion: Q25. How much do decep.tive 

digi.tal prod.uct revi.ews aff.ect your tru.st in onl.ine 

shop.ping? 

 
Interpre.tation Decep.tive digital prod.uct revi.ews 

moder.ately aff.ect cust.omer tru.st, show.ing that rev.iew 

manipu.lation can red.uce confi.dence in onl.ine 

shop.ping. 

 

Anal.ysis of Ques.tion: Q26. Sho.uld str.ict laws be 

implem.ented agai.nst decep.tive digi.tal prod.uct 

revi.ews? 

 
Interpret.ation:The abo.ve gra.ph pres.ents respon.dents’ 

answ.ers rela.ted to the ques.tion: "Q26. Sho.uld str.ict 

laws be implem.ented agai.nst decep.tive digi.tal prod.uct 

revi.ews?". 

Most respon.dents supp.ort stri.cter regula.tions, 

indic.ating dem.and for stro.nger meas.ures agai.nst 

decep.tive rev.iew pract.ices. 

 

Anal.ysis of Ques.tion: Q27. Wou.ld you rep.ort a fake 

rev.iew if you fou.nd one? 

 
Interpret.ation:The abo.ve gra.ph pres.ents respon.dents’ 

answers rela.ted to the ques.tion: "Q27. Wou.ld you rep.ort 

a fake rev.iew if you fou.nd one?". Many respon.dents are 

will.ing to rep.ort decep.tive digi.tal prod.uct revi.ews, 

demonst.rating a posi.tive atti.tude tow.ard mainta.ining 

review authen.ticity. 

 

Anal.ysis of Ques.tion: Q28. What met.hod do you thi.nk 

is best to cont.rol decep.tive digi.tal prod.uct revi.ews? 

 
Interpret.ation:The abo.ve gra.ph pres.ents respondents’ 

answ.ers rela.ted to the ques.tion: "Q28. What met.hod do 

you thi.nk is best to cont.rol decep.tive digi.tal prod.uct 

revi.ews?". Respon.dents Fav.or technol.ogical solut.ions 

such as AI detec.tion, sugge.sting confi.dence in 

autom.ated rev.iew monit.oring syst.ems. 

 

Anal.ysis of Ques.tion: Q29. Wou.ld you pay more for a 

prod.uct with genu.ine revi.ews? 

 
Interpretation:Most respon.dents are unwil.ling to pay 

ext.ra sol.ely for genu.ine revi.ews, alth.ough they val.ue 

authen.ticity. This indic.ates that partic.ipants stro.ngly 

assoc.iate decep.tive digi.tal prod.uct revi.ews with 

chan.ges in cust.omer tru.st and purc.hase behav.iour. The 

find.ings suggest that custo.mers are hig.hly influ.enced by 

digi.tal prod.uct revi.ews bef.ore mak.ing purch.asing 

decisions. Many respon.dents also app.ear awa.re of 

meth.ods used to iden.tify decep.tive digi.tal prod.uct 

reviews, such as chec.king rev.iew authen.ticity, veri.fied 
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purch.ases, repetitive comm.ents, and suspi.cious rat.ing 

patt.erns. 

 

Anal.ysis of Ques.tion: Q30. How confi.dent are you in 

identi.fying decep.tive digi.tal prod.uct revi.ews? 

 
Interpre.tation: Most partic.ipants are some.what 

confi.dent in identi.fying decep.tive digi.tal product 

revi.ews, indic.ating aware.ness but not comp.lete 

certa.inty in the.ir abil.ity to det.ect them. 

 

Multiple Regression Analysis 

Objective 

To examine how awareness of fake reviews, reliance on 

verified purchase tags, trust impact, and confidence in 

detecting fake reviews influence consumers' buying 

decisions. 

 

Regression Model 

Dependent Variable (Y): 

• Influence of online reviews on buying decisions (Q5) 

 

Independent Variables (X): 

• Awareness of fake reviews (Q8) 

• Reliance on verified purchase tags (Q20) 

• Impact of fake reviews on trust (Q25) 

• Confidence in identifying fake reviews (Q30) 

 

Model Summary 

Statistic Value 

R² 0.150 

Adjusted R² 0.074 

F-value 1.986 

Significance (p-value) 0.113 

Sample Size 50 

 

Interpretation 

The regression model explains approximately 15.0% of 

the variation in consumers' buying decisions. However, 

the overall model is not statistically significant at the 5% 

level (F = 1.986, p = 0.113). This suggests that while the 

selected factors contribute to buying decisions, other 

variables not included in the model may also influence 

consumer behaviour. 

 

Coefficients Table 

Predictor 
Beta 

Coefficient 
p-value Result 

Awareness 0.102 0.520 Not 

of Fake 

Reviews 

(Q8) 

Significant 

Verified 

Purchase 

Tags (Q20) 

-0.045 0.796 
Not 

Significant 

Trust 

Impact of 

Fake 

Reviews 

(Q25) 

0.283 0.042 Significant 

Confidence 

in 

Detecting 

Fake 

Reviews 

(Q30) 

-0.284 0.135 
Not 

Significant 

 

Interpretation of Individual Variables 

Impact of Fake Reviews on Trust (Q25) 

β = 0.283, p = 0.042 

The impact of fake reviews on trust in online shopping has 

a significant positive effect on buying decisions. 

Consumers who report that fake reviews strongly affect 

their trust also tend to place greater importance on online 

reviews when making purchases. 

 

Awareness of Fake Reviews (Q8) 

β = 0.102, p = 0.520 

Awareness of fake reviews does not significantly influence 

consumers' buying decisions. 

 

Reliance on Verified Purchase Tags (Q20) 

β = -0.045, p = 0.796 

Reliance on verified purchase tags does not significantly 

predict buying decisions. 

 

Confidence in Identifying Fake Reviews (Q30) 

β = -0.284, p = 0.135 

Confidence in detecting fake reviews does not have a 

statistically significant effect on buying decisions. 

 

Regression Equation 

The proper mathematical representation is: 

 
Or in symbolic form: 

 

 
Where: 

• = Buying Decision Influence  

• = Awareness of Fake Reviews  

• = Reliance on Verified Purchase Tags  

• = Impact of Fake Reviews on Trust  

• = Confidence in Detecting Fake Reviews  
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Interpretation  

The regression equation indicates that awareness of fake 

reviews and the impact of fake reviews on trust positively 

influence consumers' buying decisions, while reliance on 

verified purchase tags and confidence in detecting fake 

reviews show a negative relationship with buying decision 

influence. Among all variables, the impact of fake reviews 

on trust ( ) emerged as the strongest predictor 

of consumers' buying decisions. This suggests that 

consumer trust plays a crucial role in determining how 

online reviews affect purchasing behaviour. 

 

Hypothesis Testing 

Hypothesis Result 

H1: Fake online reviews 

significantly influence consumer 

purchasing decisions 

Supported 

H2: Consumer trust is significantly 

affected by fake reviews 
Supported 

H6: Awareness of fake reviews 

influences purchase decisions 
Not Supported 

H11: Verified review indicators 

significantly influence buying 

decisions 

Not Supported 

 

Conclusion 

Multiple regression analysis was conducted to determine 

the influence of awareness of fake reviews, reliance on 

verified purchase tags, confidence in detecting fake 

reviews, and the impact of fake reviews on trust toward 

consumers' buying decisions. The model explained 15.0% 

of the variance in buying decisions (R² = 0.150). Among 

all predictors, only the impact of fake reviews on trust was 

found to be statistically significant (β = 0.283, p = 0.042). 

This indicates that trust is the most important factor 

linking fake reviews to consumer purchasing behaviour. 

Consumers whose trust is negatively affected by fake 

reviews are more likely to modify their buying decisions 

based on online reviews. Therefore, maintaining review 

authenticity is essential for sustaining consumer 

confidence in online marketplaces. 

 

V. FINDINGS, CONCLUSION, 

DISCUSSION, LIMITATIONS AND 

FUTURE RESEARCH DIRECTIONS 
 

Findings 

The find.ings of this stu.dy were bas.ed on prim.ary data 

collected thro.ugh a struc.tured Goo.gle Form 

questio.nnaire. The questio.nnaire was sha.red with 

consu.mers who regularly purc.hase cosm.etic and bea.uty 

prod.ucts onl.ine. A tot.al of 50 respo.nses were anal.yzed 

to under.stand cons.umer opinions, experi.ences, and 

aware.ness regar.ding fake onl.ine revi.ews and the.ir 

imp.act on purch.asing behav.iour. 

 

The colle.cted respo.nses were fir.st chec.ked for 

comple.teness and accu.racy. Aft.er this, the data was 

organ.ized into diffe.rent categ.ories bas.ed on 

demogr.aphic deta.ils and cons.umer behav.iour. The 

respo.nses were then tabul.ated and conve.rted into 

percen.tages to make interpr.etation eas.ier. The find.ings 

furt.her indic.ated that fake revi.ews can signifi.cantly 

aff.ect cust.omer tru.st and buy.ing behav.iour. Consu.mers 

who had previ.ously encoun.tered misle.ading revi.ews 

bec.ame more cautious when shopping onl.ine. The stu.dy 

also fou.nd str.ong supp.ort for stri.cter regula.tions and 

the use of adva.nced techno.logies such as artif.icial 

intell.igence to det.ect and red.uce fake revi.ews on digi.tal 

platf.orms.This sect.ion discu.sses the sur.vey reve.als that 

digi.tal prod.uct revi.ews signifi.cantly influ.ence 

cust.omer purch.asing decis.ions. Respon.dents are hig.hly 

awa.re of decep.tive digi.tal prod.uct revi.ews, frequ.ently 

encou.nter suspi.cious cont.ent, and supp.ort stro.nger 

detec.tion meth.ods and regula.tions to impr.ove the 

reliab.ility of onl.ine rev.iew syst.ems. 

 

Conclusion 

This sect.ion discu.sses the rese.arch was condu.cted on 

Imp.act of Fake Revi.ews on Buy.ing Behav.iour and 

Met.hod to Det.ect Fake Revi.ews in Cosm.etic Indu.stry’ 

to find out how the fake digi.tal prod.uct revi.ews aff.ect 

the purc.hase behav.iour of custo.mers and what are the 

meth.ods thro.ugh whi.ch custo.mers could det.ect a fake 

rev.iew in an onl.ine enviro.nment in the cosm.etic 

indu.stry. In the digi.tal age, a gre.at deal of custo.mers 

rely on digi.tal prod.uct revi.ews to make the.ir 

purch.asing decis.ions pri.or to buying prod.ucts or 

serv.ices. Consu.mers hig.hly dep.end on rati.ngs, 

feed.back, and cust.omer experi.ences whi.le shop.ping 

onl.ine. This sect.ion discu.sses the resu.lts of the rese.arch 

indic.ated that decep.tive digital prod.uct revi.ews have 

gre.at influ.ence on cust.omer tru.st and purch.asing 

decis.ions. Many of the respon.dents indic.ated that they 

read revi.ews pri.or to mak.ing a decision. Revi.ews that 

are posi.tive will encourage custo.mers to purc.hase the 

prod.ucts, while revi.ews that are negative will disco.urage 

custo.mers from purch.asing the prod.ucts. But for many 

custo.mers, it is challe.nging to tell the real from the fake, 

whi.ch mak.es it eas.ier to dece.ive them. This sect.ion 

discu.sses the resear.chers also fou.nd that custo.mers 

oft.en iden.tify a fake rev.iew by usi.ng simi.lar clu.es, 

inclu.ding repet.itive cont.ent, ove.rly posi.tive revi.ews, 

unreal.istic rati.ngs, no deta.iled explan.ation and 

suspi.cious revie.wers. The rese.arch concl.udes that 

bog.us reviews dimi.nish the custo.mers' tru.st in onl.ine 

sit.es and that it adver.sely affe.cts the custo.mers as well 

as genu.ine busin.esses. As a res.ult, it is cruc.ial for 

eComm.erce bra.nds to imple.ment more strin.gent rev.iew 

verifi.cation meas.ures and transp.arent poli.cies to 

guara.ntee authen.ticity and cust.omer tru.st. 

 

Discussion 

This sect.ion discu.sses the rese.arch empha.sises the 

incre.asing influ.ence of digi.tal prod.uct revi.ews on the 

behav.iour of curr.ent custo.mers. Revi.ews ser.ve as a 

pro.xy for the act.ual exper.ience when shop.ping onl.ine 

beca.use customers can't try the prod.uct out in the real 

wor.ld bef.ore buy.ing it. The resu.lts indi.cate that peo.ple 
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rely on digi.tal prod.uct revi.ews and that they oft.en use 

the.se as a bench.mark for prod.uct qual.ity and reliab.ility. 

This sect.ion discu.sses the conver.sation also indic.ates 

that decep.tive digi.tal prod.uct revi.ews res.ult in 

cust.omer confu.sion and potent.ially bad buy.ing 

decis.ions. Fake-p.ositive revi.ews can dri.ve up sal.es of 

infe.rior goo.ds, fake-n.egative revi.ews can hurt the 

reput.ation of reput.able compa.nies. It is counter-

productive to cust.omer satisf.action and cust.omer 

confi.dence in onl.ine shop.ping platf.orms. This sect.ion 

discusses anot.her maj.or disco.very is that aware.ness 

amo.ng custo.mers abo.ut deceptive digital prod.uct 

revi.ews is slo.wly grow.ing. Most of the respon.dents said 

they read the revi.ews caref.ully to rese.arch revie.wers' 

prof.ile, lang.uage and consis.tency bef.ore they tru.st the 

revi.ews. The youn.ger and the more seas.oned the onl.ine 

shop.pers, the bet.ter they were able to recog.nize 

suspi.cious revi.ews. This sect.ion discu.sses the rese.arch 

also highl.ights the e-commerce platf.orms' role in 

comba.ting decep.tive digi.tal prod.uct revi.ews. State-o.f-

the-art techn.ology like artif.icial intell.igence, mach.ine 

lear.ning and autom.ated Rev.iew Filte.ring Syst.ems can 

more effect.ively iden.tify fraud.ulent activ.ities. To fos.ter 

sustai.nable cust.omer connec.tions and plat.form tru.st, 

it's cruc.ial for compa.nies to prac.tice good busi.ness 

pract.ices and prov.ide custo.mers with cle.ar feed.back 

syst.ems. 

 

Limitations of the Study 

The rese.arch has some limita.tions as foll.ows: 

• The sur.vey was carr.ied out with a sma.ll sam.ple 

whi.ch may not be represe.ntative of the vie.ws of all 

custo.mers. 

• The rese.arch was prima.rily in a parti.cular 

geogra.phical reg.ion and popul.ation with a 

corresp.onding restri.ction of generali.zability of the 

resu.lts. 

• The data gath.ered incl.uded respon.dents' opin.ions and 

percep.tions that cou.ld cont.ain bia.ses and 

inaccu.racies. 

• Due to time constr.aints, the rese.arch cou.ld not cov.er 

all aspe.cts rela.ted to fake rev.iew detec.tion 

techno.logies. 

• The rese.arch mai.nly focu.sed on cust.omer behav.iour 

rat.her than condu.cting a deta.iled techn.ical anal.ysis 

of fake rev.iew algorithms. 

• Cons.umer behav.iour and digi.tal tre.nds are dyna.mic 

and resu.lts can change over time. 

 

Future Research Directions 

This rese.arch cou.ld be exte.nded in seve.ral ways, for 

fut.ure rese.arch: 

• Rese.arch can be done with more and var.ied samp.les 

to get more reli.able find.ings and more general.izable 

resu.lts. 

• Cross-.country, cro.ss age and cross-i.ndustry 

compar.isons can be made to see how custo.mers 

beh.ave differ.ently. 

• Fourth, the.re are spec.ific sect.ors, like hospit.ality, 

hea.lth, fash.ion, electr.onics and food deli.very, that 

future rese.arch can be focu.sed on. 

• The role of artif.icial intell.igence and mach.ine 

lear.ning techn.iques in bet.ter identi.fying decep.tive 

digi.tal prod.uct revi.ews can be expl.ored. 

• In a fut.ure rese.arch, psychol.ogical and emoti.onal 

aspe.cts can be stud.ied to under.stand the.ir influ.ence 

on cust.omer tru.st in digi.tal prod.uct revi.ews. 

• Longit.udinal rese.arch can be condu.cted to rese.arch 

chan.ges in customer aware.ness and purc.hase 

behav.iour over time. 

• The plat.form poli.cies and the effecti.veness of the 

gover.nment regula.tions can also be stud.ied. 

 

Furt.her rese.arch can expl.ore the link betw.een 

influ.encer marke.ting and decep.tive digi.tal prod.uct 

revi.ews with cust.omer decis.ions. 

 

Suggestions 

The rese.arch find.ings led to the follo.wing sugges.tions: 

• Ecomm.erce compa.nies need to have bet.ter revi.ews 

verifi.cation proce.sses in pla.ce so that only real 

custo.mers can wri.te revi.ews. 

• Lever.aging AI and autom.ated monit.oring too.ls to 

flag and del.ete decep.tive digi.tal prod.uct revi.ews 

prom.ptly. 

• Consu.mers need to scrut.inize the revi.ews by 

verif.ying the revi.ewer prof.ile, lang.uage and 

equili.brium evalua.tions bef.ore they make a 

purc.hase. 

• Platf.orms sho.uld prom.ote veri.fied purchase revi.ews 

to ens.ure that they are as authe.ntic as poss.ible and 

that they build cust.omer confi.dence. 

• Businesses need to use ethi.cal marke.ting tact.ics and 

not cre.ate decep.tive digi.tal prod.uct revi.ews to 

prom.ote thems.elves. 

• This sect.ion discu.sses the need to inf.orm custo.mers 

is through aware.ness progr.ammes and digi.tal 

lite.racy campa.igns to rai.se aware.ness on how to 

iden.tify decep.tive digi.tal prod.uct revi.ews. 

• Str.ict leg.al penal.ties and repercu.ssions sho.uld be 

enfo.rced for busin.esses or indivi.duals who pose 

decep.tive digi.tal prod.uct revi.ews. 

• The.re must be cle.ar rev.iew poli.cies and repor.ting 

proce.dures for suspi.cious revi.ews on onl.ine 

platf.orms. 

• Consu.mers sho.uld not take a prod.uct or serv.ice at 

face val.ue; they sho.uld che.ck out seve.ral revi.ews. 

• Inst.ead of simul.ating revi.ews to boo.st sal.es, 

compa.nies should make it the.ir goal to deli.ver high-

q.uality prod.ucts that sati.sfy custo.mers. 
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