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Abstract- Misinformation on social media has become a major challenge due to the rapid spread of false and misleading
information. This research explores data science approaches for detecting misinformation using machine learning, natural language
processing, and deep learning techniques. The proposed approach includes data collection, preprocessing, feature extraction, model
training, and evaluation. Techniques such as TF-IDF, Logistic Regression, Support Vector Machine, Random Forest, LSTM, and

BERT can be used to classify social media content. The study also examines challenges such as class imbalance, multilingual content,

changing misinformation patterns, and model explainability. The research highlights how data science can support automated

misinformation detection and assist users and factcheckers in identifying potentially misleading content.

Keywords- Misinformation Detection, Social Media, Data Science, Machine Learning, NlIp, Deep Learning, Bert.

I. INTRODUCTION

I have noticed that social media has become a source of
information for people around the world. Platforms such as
networking sites, discussion forums and
microbloggingServices allow information to reach large
audiences within a short time. However the same speed that
makes social media useful also allows misinformation to
spread rapidly.Misinformation refers to inaccurate or
misleading information. It can appear as text, headlines,
comments, images, videos or links. Since millions of posts
areGenerated every day manually checking every piece of
information is difficultData science provides methods for
analyzing amounts of social-media data. Machine learning
algorithms can learn patterns from labeled information and
use them to classify new content. Natural language
processing (nlp) helps computers understand and analyze
information

Traditional techniques such as logistic regression, naive
bayes support vector machine and random forest are
commonly used for text classification. These methods often
use features such as bag-of-words and tf-idf.Deep-learning
approaches such as cnn, Istm and transformer-based models
such as bert can captureComplex language patterns. The liar
dataset is one used benchmark dataset for misinformation
research andContains approximately 12.8K manually labeled
statements collected from politifact. [1] The main objectives
of this research are:

e To study misinformation detection in media.

e To examine preprocessing and feature extraction
techniques.

e To study machine-learning and
approaches.

e To compare evaluation metrics.

e To identify challenges such as class
multilingual content and explainability.

e To propose a data science framework for misinformation
detection.

deep-learning

imbalance,

Automated detection can support users, researchers, social-
media platforms and fact-checkers. HoweverAutomated
classification should support than completely replace human
verification.

Il. LITERATURE SURVEY
1. Traditional Machine Learning
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Traditional machine-learning algorithms have been widely
used for misinformation classification. Naive bayes, logistic
regression, svm, decision tree and random forest can classify
text using extracted features.Tf-idf is one of the used
techniques for converting text into numerical features.
Traditional ~methods are relatively simple and
computationally efficient. They may have Difficulty
understanding complex context, sarcasm and indirect
misinformation.
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2. Natural Language Processing

Nlp is a part of misinformation detection because much
Social-media content is text-based. Common preprocessing
steps include tokenization, normalization, removing symbols
and stemming or lemmatization.

Advanced nlp approaches use word embeddings and
contextual representations to understand relationships
between words and sentences.

3. Deep Learning

Deep-learning techniques can automatically learn features
from data. Cnn can identify patterns in text while rnn and
Istm can analyze sequential information. Research has
examined cnn, rnn, gnn, attention-based approaches and bert
for fake-news detection. [2]

4. Transformer-Based Models

Bert is a transformer-based language model that provides
representations of words. This makes it useful for
Understanding the meaning of a statement based on
surrounding text.

Bert-based approaches can provide results in
Misinformation classification but they generally require
more computational resources and can be difficult to
interpret.

5. Evidence-Based Detection

Text classification alone may not always be enough to
determine whether a claim is true or false. Evidence-based
approaches compare claims with supporting or contradicting
information. Research has shown that adding evidence and
justification can improve fact-checking systems. [4]

Il. RESEARCH GAP

Important challenges still exist in misinformation detection:
Misinformation changes, over time.

Datasets may contain class imbalance.

Social-media language may be multilingual or code-mixed.
Sarcasm and context can be difficult to detect.

Advanced models may lack explainability.

Therefore a combined data science approach is required.
I1l. PROPOSED METHODOLOGY
The proposed framework has six steps:

Data collection — preprocessing — feature extraction —
model training — evaluation — classification
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1. Data Collection

Labelled datasets that are available to the public can be used
for training and testing. The liar dataset is one example of a
benchmark that has 12.8K statements that were labelled
manually. [1]

The dataset might have:

Text or claim
Classification label
Topic or category
Source information
Metadata if it is available

The dataset is split into training, validation and testing parts.
1. Data Preprocessing

Data from media might have urls, usernames, hashtags,
emojis, punctuation and different ways of spelling.
The preprocessing step has:

Removing things that are not needed.

Breaking text into parts.

Dealing with punctuation and special characters.
Changing text to a form.

Getting rid of repeated or incomplete entries.

Using stemming or lemmatization when it makes
sense.

2. Feature Extraction Tf-idf
Tf-idf turns text into numbers based on how important the
warders

N-Grams
Unigrams, bigrams and trigrams can find words and common
pairs of words.

Sentiment Features

e Sentiment analysis can find the emotions in the content.
Word embeddings

e Embeddings show words or phrases as numbers.
Contextual features

e Models like bert give text a meaning based on context.
Metadata

e If it is available details like shares, replies, when
something was posted and the source can also be used.

3. Machine Learning Models

The following models can be compared: logistic regression:
gives a way to classify.
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e Naive bayes: uses chances to classify and works with
text. Svm: works well with lots of text features.

e Random forest: uses decision trees and can handle
different types of features.

e Lstm: learns how words are connected in a sequence.

e  Bert: uses a way to understand text.

4, Evaluation metrics

Accuracy
Accuracy = (tp + tn) / (tp + tn + fp + fn) shows the percentage
of predictions that're correct.

Precision

Precision =tp / (tp + fp)

Shows how many of the predictions that're positive are
actually positive.

Recall

Recall =tp / (tp + fn)

Shows how many of the positive cases are found. F1-score
F1 = 2 x (precision x recall) / (precision + recall) gives a
balance between precision and recall. For data that's not
balanced precision, recall and fl1-score should be looked at
along, with accuracy.

5. Proposed Detection Pipeline
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Validity and Reliability
The reliability of the system can be improved by:
e Using reliable labeled datasets.
Removing duplicate records.
Keeping training and testing data separate.
Using multiple evaluation metrics.
5. Applying cross-validation where appropriate.
6. Testing the final model on unseen data.

International Journal for Novel Research in Economics, Finance and Management

www.ijnrefm.com
ISSN:3048-7722
Volume 3, Issue 5, Sep-Oct 2026, PP: 01-5

IV. ANALYSIS AND DISCUSSION

Comparison of Approaches

Approac | Technique Strength Limitation
h
Naive Probabilisti | Simple and | Limited
Bayes c fast context
Logistic | Classificati | Easy to Dependson
Regressi | on interpret features
on
SVM Classificati | Effective for | Requires
on text tuning
Random | Ensemble Handles Limited
Forest multiple contextual
features understanding
LSTM Deep Handles Computationa
Learning sequences I ly expensive
BERT Transforme | Strong Requires more
r contextual resources
understandi
n
g

Traditional models provide useful baselines, while deep
learning and transformer models can capture more complex
language patterns. [2]

2. Traditional machine Learning

Tf-idf combined with logistic regression or svm can identify
patterns in textual data. These models are comparatively
simple and require fewer computational resources.

However, they may struggle with sarcasm, indirect meaning,
and context-dependent statements.

1. Deep Learning

Cnn and Istm can learn representations automatically. Cnn
can identify patterns while Istm can capture sequential
relationships.

These models generally require computational resources than
traditional machine-learning methods.

2. Transformer Models

e Bert can understand words according to their
surrounding context. This makes it useful for text
classification.

e However model performance depends on the dataset,
training method and evaluation setup. Therefore results
from experiments should not be treated as universal.

e  Evaluation framework
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3. Class Imbalance

Class imbalance occurs when one class contains more
examples than another. Class imbalance may give a model
accuracy while performing poorly on the smaller class.
Possible solutions include:

e  Class weighting
Oversampling
Undersampling
Splitting
Macro-averaged metrics

Class imbalance is an important consideration in
Misinformation detection research. [2] G. Multilingual and
code-mixed content

Social-media users often communicate using languages.
Indian users may combine english with hindi, marathi or
other regional languages.

Such content can be difficult for systems trained on
Standard english. Future systems should therefore consider
models and language-specific preprocessing.

4. Explainability

Users may want to know why a particular post was classified
as misleading. Possible explanations include:

Words or phrases

Supporting or contradicting evidence
Similar verified claims

Source information

Confidence scores

Evidence-based fact-checking approaches can improve the
usefulness of automated classification. [4]

Feature Categories
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V. Discussion

Misinformation detection does not rely on an algorithm.
Traditional machine-learning methods give baseline results
while deep-learning and transformer techniques can pick up
more complex language patterns.. Reliable

e  Misinformation detection also hinges on dataset
quality, labeling accuracy, class balance, contextual
clues and evaluation procedures.

e  Therefore a practical misinformation detection system
should combine text data with metadata, how the
content spreads and any external evidence that can be
found.

e  Social media speeds up sharing of information. It also
fuels the spread of misinformation. Data science offers

e  Techniques to spot possibly misleading content. This
research looked at machine learning, nlp, deep learning
and transformer methods for misinformation detection.

e  Models like logistic regression, svm, random forest,
Istm and bert can be compared in one framework.

e  The study also highlighted challenges: class imbalance,
multilingual material, evolving misinformation trends
and the need for explainability. Merging content
analysis with user data spread patterns and evidence-
based signals can give an approach to misinformation
detection.

e Automated systems should act as decision-support
tools, not final judges of truth. Human checks and
trustworthy external evidence stay essential.

V1. Limitations

e  Model performance depends on the quality of the
dataset.
Historical datasets may not capture misinformation.

e  Multilingual and code-mixed content can be hard to
classify.

e  Advanced models need computational resources.
Complex models can be hard to explain.

1. Practical Implications

Misinformation detection systems can help social-media
platforms spot content that needs review. They can also aid
fact-checkers in prioritising claims. Give users warning signs
with supporting details.

2. Future Research

Future research can focus on:

e  Multilingual misinformation detection. . Evidence-based
fact checking.
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Explainable ai.
Detection of ai-generated content.
Real-time misinformation detection.

Indian regional-language and code-mixed datasets.

In conclusion, data science can provide an effective
framework for studying and detecting misinformation.
conclusion, data science can provide an effective framework
for studying and detecting misinformation.

Combining machine learning, nlp, deep learning, transformer
models, and evidence -based verification can support more
reliable misinformation analysis.

4, Amalysis and Discussion - Feature Importance
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VII. CONCLUSION

In conclusion, data science approaches play a vital role in
detecting and combating misinformation on social media
platforms. By using machine learning, natural language
processing (NLP), deep learning, and data mining
techniques, misinformation can be identified and analyzed
more efficiently. These approaches help detect misleading
content, identify suspicious patterns, analyze user behavior,
and examine the spread of false information across online
networks.

However, misinformation detection remains challenging due
to the rapid spread of content, evolving misinformation
strategies, language diversity, and the presence of
manipulated images and videos. Therefore, combining
multiple data science techniques with human verification and
reliable fact-checking systems can improve Getection
accuracy and reliability. Ethical considerations, data privacy,
transparency, and the reduction of algorithmic bias must also
be taken into account.

Overall, data science provides powerful tools for building
safer and more trustworthy social media environments.
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With continuous research, improved algorithms, and
responsible implementation, these technologies can help
limit the spread of misinformation, promote digital
awareness, and support informed decision-making in
society.
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