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Abstract- There is a massive paradigm shift taking place within the field of global health monitoring systems
due to the fusion of Internet of Things (IoT) devices and Deep Learning (DL). Conventional health monitoring
solutions are episodic, reactive, and clinic-centric, missing out on the essential need to record continuous and
real-time data pertaining to vital health parameters. This paper outlines an loT-assisted real-time health
monitoring system that utilizes multi-modal wearable sensor devices (ECG, PPG, accelerometer, temperature)
along with a unique hybrid deep neural network. The proposed solution, dubbed HealthNet, incorporates a
Temporal Convolutional Network (TCN), Bidirectional Long Short-Term Memory (Bi-LSTM) network, and Multi-
Head Attention mechanism to effectively process real-time time-series data. The performance of HealthNet was
tested using a massive database containing 1,000 patients' health records consisting of 10 million labeled time-
series samples. Results indicate that the model can accurately detect five health emergencies (arrhythmia,
hyperthermia, hypothermia, falls, and respiratory distress) with 98.2% accuracy and 97.5% sensitivity, ensuring
sub-second latencies of less than 200 milliseconds.

Key Word: Internet of Things (loT), Real-Time Health Monitoring, Deep Neural Networks, Wearable Sensors,
ECG Analysis, Temporal Convolutional Network, Bi-LSTM, Multi-Head Attention, Remote Patient Monitoring,
Arrhythmia Detection.

I. INTRODUCTION

of any acute problems, including cardiac

arrhythmia, falls among older patients,

From reactive healthcare centered around respiratory failure, and feverish condition.

hospitals, which treat symptoms only after the

onset, towards preventive healthcare based on
proactively monitoring patients' physiological
status becomes the new paradigm in the field.
The key factor is the capability of real-time,
continuous monitoring of a patient's physiology
compared to the traditional sporadic
measurements made during their visit to clinics
[11, [2]. This becomes crucial for timely detection

Integration between the Internet of Things (loT)
technology and Artificial Intelligence (Al) makes
the implementation of this change possible. Low-
energy loT wearables are able to perform non-
invasive measurements of various physiological
data like Electrocardiogram (ECG) for cardiac
function, Photoplethysmogram (PPG) for heart
rate and oxygen saturation, Accelerometry for
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body movements and fall detection, and
Thermistor for body surface temperature [3], [4].
loT wearables produce a deluge of streaming
data - a high-dimensional time series. For
example, monitoring a patient for just one day
results in millions of data points.

The problem now is not the collection of data; it
is the ability to interpret data in real-time using
intelligence. Conventional analytics, which use
threshold-based rules (e.g., "sound alarm when
heart rate exceeds 120 bpm”), are easy to
implement but produce too many false alarms
(precision problems) and do not detect more
complicated  patterns  involving  multiple
parameters (e.g., falling followed by tachycardia
and hypoxia). Threshold-based systems lack the
capability to learn or adapt to a unique patient
baseline.

Deep Neural Networks (DNN) provide an efficient
way to address the problem above. DNN is very
good at learning highly nonlinear relationships in
high-dimensional time series data [5], [6]. A well-
trained DNN will be able to differentiate a normal
tachycardia after walking and a potentially
dangerous arrhythmia needing urgent attention
based on the morphology of ECG and movement.

This paper introduces an integrated end-to-end
system for loT-enabled health monitoring
applications. The key contributions of our work
are as follows:

1. An loT-Based Real-Time Health Monitoring
System Architecture: A comprehensive design of
an loT data pipeline for acquiring, synchronizing,
and streaming multi-sensor data to the
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cloud/edge processing platform, which is scalable
to handle more than 1,000 patients at a time.

2. HealthNet: A Novel Hybrid DNN Architecture:
We introduce a novel architecture that exploits
the power of three deep learning models:

Temporal Convolutional Network (TCN): Can
process long-range sequences with a large
receptive field for the purpose of feature
extraction of electrocardiogram data.

Bidirectional LSTM (Bi-LSTM): Can capture the
temporal features in both directions within the
signal window.

Multi-Head Attention: Allows the model to "look"
into specific segments of the time series, such as
QRS complex and abrupt body motion.

Real-World  Experimentation: We  conduct
extensive training and testing of HealthNet with a
unique large-scale dataset consisting of over 10
million labeled time-series samples acquired from
1,000 patients with five health problems.

Real-Time Deployment and Testing: We show
that the proposed system can run under 200ms
latency on edge hardware (NVIDIA Jetson Nano).

Il. LITERATURE SURVEY

The research proposed herein is an extension of
three advanced yet fast-developing fields: 10T in
medicine, deep learning for physiological data
processing, and modern edge/cloud computing.

loT and Wearable Sensors for Remote Patient
Monitoring: The advancement in the
development of low-cost and energy-efficient
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sensors has driven the revolution in RPM. There
are currently several commercially-available
devices that can continuously measure patients'
ECG, PPG, accelerometer readings, and
temperature, such as the Apple Watch, Fitbit, Zio
patches, and Empatica E4 sensors [3], [4]. Much
effort has gone into developing new sensors and
protocols of data collection through IloT
(Bluetooth Low Energy, MQTT), and it was found
that multi-sensor-based RPM is much more
beneficial than single-modality RPM [1]. It is
noteworthy, however, that most of the research
work is dedicated to the development of
hardware and not intelligent data processing
software.

Deep Learning for Physiological Signal
Processing: Deep learning methods have been
extensively applied for ECG analysis. Significant
developments have been made due to the
PhysioNet/CinC  Challenge for arrhythmia
classification. Initially, studies used 1D-CNNs for
feature extraction. However, CNN models view
sequences as "bags of local patterns," and hence,
they lack a way to capture long-term
dependencies [5]. LSTM networks were proposed
to resolve this limitation, and they demonstrated
remarkable performance on sequential data,
including ECG and gait signals [6]. More recent
studies proposed the use of a combination of
CNN models for feature extraction and LSTM for
sequence processing (CNN-LSTM). This study
enhances the CNN-LSTM network structure by
employing the TCN model instead of the
traditional CNN model, which is computationally
efficient and has a more extensive receptive field
compared to a traditional 1D-CNN model with
the same depth. In addition, our research adopts
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multi-head attention to enable the model to
attend on important substructures of the
physiological signals. This method is widely used
in NLP and computer vision tasks but rarely in
real-time health monitoring applications [7],[8].

Real-time Architectures for Edge-Cloud
Computing: It would be unfeasible to transmit all
the raw data collected by thousands of wearables
to the cloud server because of the limited
bandwidth and energy budget available. The new
architectural model is the edge computing
approach, in which the initial processing and
feature extraction is done locally either by the
wearable or a gateway device (such as a
smartphone). Only the abnormal behavior cases
or statistical summaries are transmitted to the
cloud server for archival and analysis purposes
[9]. Our proposed framework is based on this
architecture in which a compressed version of our
HealthNet model runs on the edge while the
entire model runs in the cloud.

Research Gap and Synthesis: Although previous
studies have made advancements in each of the
individual technologies (wearable sensors, deep
learning for ECG, edge computing), it can be seen
that there has not been a comprehensive
integration of the three into one cohesive
product. In addition to this, the use of deep
learning systems is often trained and tested using
single disease datasets (i.e., datasets including
only arrhythmia patients). Our technology will
monitor multiple conditions (heart, temperature,
movement, and breathing) through the single
data stream..

lll. METHODOLOGY:
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The overall end-to-end system is made up of
three phases: (1) data collection/preprocessing
using loT devices, (2) the HealthNet deep
learning-based approach, and (3) deployment
through edge-cloud computing architecture.

3.1. loT Data Collection & Preprocessing

. Wearable Device: The proposed wearable
device (similar to Empatica E4) worn on the wrist
consists of:
. Three-lead dry ECG (sampling
frequency: 250 Hz).
. PPG (Photoplethysmogram) for heart
rate/SPO2 (frequency: 64 Hz).
. Three-axis  accelerometer (ACC;
sampling frequency: 32 Hz).
o Skin temperature (sampling
frequency: 1 Hz).
. Database: The database used here was

generated through a clinical study using 1,000
patients (450 healthy individuals and 550 with
some medical condition). These recordings
spanned 24-48 hours per individual and were
labeled by expert physicians into five categories
(Normal, Arrhythmia, Fall, Fever, Respiratory
Distress) using 10 million windows of 5 seconds
each.

Preprocessing Pipeline:

1. Signal Denoising: Band-pass filtering
(ECG: 0.5-50 Hz), median filter for
eliminating baseline wander.
Accelerometer signal denoised with
moving average filter.
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2. Segmentation: Continuous stream is
segmented into overlapped windows of
size W=5 seconds (1250 ECG samples)
and stride S=1 second.

3. Normalization: Each segment s
normalized (z-score) using mean and
standard deviation obtained from
baseline segments of the same patient
for the first hour.

4. Data Augmentation: Due to the
imbalance  between  classes and
improving model's generalization ability,
the segments of minority class undergo
time-warping, amplitude scaling, and
addition of random noise.
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Figure 1: 1oT Data Acquisition and Preprocessing
Pipeline.

3.2 HealthNet: Proposed Hybrid Deep Neural
Network Architecture

The HealthNet takes a multi-modal window of 5
seconds (i.e., 1250 time steps for ECG, 320 for
PPG, 160 for ACC, 5 for temperature) as input. The
model can be divided into the following three
stages:
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1. Stage 1: Multi-modal Feature Extraction (TCN):
At first, the input modalities (ECG, PPG, ACC,
temp) undergo feature extraction via a Temporal
Convolutional Network (TCN) for their respective
domain. The use of TCN helps the network in
having a large receptive field (which is achieved
by using causal dilated convolutions) without
having a really deep network. TCN addresses the
vanishing gradient problem in RNNs. For ECG, we
use 4 residual blocks with kernel size 5 and
dilations [1, 2, 4, 8].

2. Stage 2: Sequence Modeling (Bi-LSTM): The
sequence of the output feature vectors for each
modality from stage 1 undergo concatenation
and fed as input to the next stage that contains a
two-layer Bidirectional LSTM (Bi-LSTM).

3. Stage 3: Multi-Head Attention: At last, the Bi-
LSTM generates a sequence of hidden states,
which acts as input to a Multi-Head Attention
Layer, which learns how to attend at time points
of the sequence (for example, QRS Complex for
ECG or sudden impact).

—— "N —— -

Figure 2: HealthNet Architecture Diagram.

Algorithm 1: HealthNet Forward Pass
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Input: Input window X of shape (batch,
timesteps, channels) for ECG, PPG, ACC, Temp
Output: Probability distribution over 5 health
conditions Y_hat

1. // Stage 1: TCN Feature Extraction

2. ecg_features = TCN_ECG(X_ecq) //
Output: (batch, timesteps, 128)

3. ppg_features = TCN_PPG(X_ppg) //
Output: (batch, timesteps, 64)

4. acc_features = TCN_ACC(X_acc) //
Output: (batch, timesteps, 64)

5. temp_features = TCN_TEMP(X_temp) //
Output: (batch, timesteps, 16)

6.

7. // Concatenate multi-modal features

8. combined = Concatenate([ecg_features,
ppg_features, acc_features, temp_features]) //
(batch, timesteps, 272)

9.

10. // Stage 2: Bi-LSTM for Temporal
Modeling

11. Istm_out, (h_f, h_b) = BiLSTM(combined) //
Output: (batch, timesteps, 256)

12.

13.// Stage 3: Multi-Head Attention

14. attention_out =
MultiHeadAttention(Istm_out, Istm_out,
Istm_out) // (batch, timesteps, 256)

15.

16. // Global Pooling and Classification

17. pooled =
GlobalAveragePooling1D(attention_out) //
(batch, 256)

18. dense = Dense(128,
activation="relu’)(pooled)

19. output = Dense(5,
activation="softmax’)(dense)

20.
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‘ 21. Return output

3.3 Edge-Cloud Deployment Architecture

For online deployment, with 1,000 or more
patients at a time, our proposed system will
utilize an edge-cloud hybrid model.

Edge (Wearable & Smart Phone)

o The quantized (integer) version of
HealthNet is executed on the smart phone

o It will process each window and
immediately raise an alert in case of an
emergency event (for example fall detection/
severe arrhythmia)

o An alert will only be raised for
“anomalous” windows or windows where
predictions were uncertain or borderline.

Cloud (AWS/Azure)

o] The full precision HealthNet model will
be used here for off-line analysis on cloud GPUs.
o It will house all the data and will retrain

the model regularly.

IV. ANALYSIS

4.1. Model Performance and Comparative
Analysis

We compare HealthNet against several state-of-
the-art baselines: a 1D-CNN, an LSTM, a standard
CNN-LSTM, and a TCN-only model.
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1D- 915% | 90.2% | 89.8% | 90. | 0.9
CNN 0% |6

(5]

LSTM | 93.2% | 92.1% | 91.5% | 91. | 0.9
[6] 8% |7

CNN- | 95.8% | 95.2% | 948% | 95. | 0.9
LSTM 0% |8

TCN- 96.5% | 96.0% | 95.5% | 95. | 0.9
only 7% |8

Health | 98.2% | 97.8% | 97.5% 97. | 0.9
Net 6% |9
(Propo

Model | Accur | Precis | Recall F1 A
acy ion (Sensiti ucC

vity)

sed)

Table 1: Model Performance Comparison.

The results for HealthNet are an accuracy of
98.2% and a sensitivity of 97.5%. These are
considerably better than those of the benchmark
CNN-LSTM architecture. The higher sensitivity is
important because we do not want any false
negatives (a health issue not being detected). This
is achieved using the TCN to model long-term
temporal dependencies and the attention
mechanism to concentrate on the most pertinent

aspects.
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Figure 3: ROC Curves for All Models.

4.2 Per-Condition Analysis (HealthNet)

Condition Sensiti | Specifi | Precis | F1
vity city ion
(Recall
)
Arrhythmia 97.2% | 985% | 97.0 | 97.
% 1%
Fall 98.5% | 99.1% | 98.0 | 98.
% 2%
Fever/Hypert | 96.8% | 98.2% | 955 | 96.
hermia % 1%
Respiratory 96.2% | 97.8% | 94.8 95.
Distress % 5%
Normal 98.8% | 97.5% | 99.0 | 98.
% 9%

Table 2: HealthNet Per-Condition Performance.
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4.3 Real-Time System Performance (Latency &

Throughput)
Model Inferenc | Preprocessin | Total
e g + Comm Latenc
(Device) y
CNN- 85 ms 50 ms 135 ms
LST™M
(FP32)
TCN-only | 65 ms 50 ms 115 ms
(FP32)
HealthNe | 110 ms | 50 ms 160 ms
t (FP32)
HealthNe | 45 ms 20 ms 65 ms
t  (INTS,
Edge)

Table 3: Real-Time Latency Analysis.

The cloud version (full precision) has a higher

latency of 160ms but is used for offline analysis

and model retraining, not for emergency alerts.
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Figure 4: End-to-End Latency Breakdown for

4.4 Ablation Study: Impact

Edge Inference.

of Attention and

Modalities
Model Variant Accuracy | A
Full HealthNet | 98.2% —
(ECG+PPG+ACC+Temp)
- Multi-Head Attention | 96.5% -1.7%
(replace with mean pooling)
- ECG only 92.1% -6.1%
- PPG only 84.5% -13.7%
- ACC only 81.2% -17.0%
- Temp only 75.8% -22.4%

Table 4: Ablation Study.

4.5. Comparative Analysis with Existing Health

Monitoring Systems
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Feature

Trad
itional
Threshol
d
System

Si
ngle-
Modal
DL [5]

M
ulti-
Moda
| DL
(6]

Hea

[thNet
(Propos

ed)

Multi-
Modal
(ECG,
PPG,
ACC,
Temp)

No

No

Yes

Yes

Tempor
al
Conv
(TCN)

No

No

No

Yes

Attentio
n
Mecha

nism

No

No

No

Yes

Real-
Time
Edge
Infere
nce
(<200
ms)

Yes

Variabl
e

No

Yes

Detects
5+
Event
Types

Limited

Usuall
y 2-3

Usuall
y 2-3

Yes (5)

Publicly

Releas

N/A

No

No

Yes
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ed
Model

Table 5: Comparative Analysis with Existing
Systems.

V. CONCLUSION

The paper has demonstrated a fully realized,
integrated, and validated system for loT-assisted
real-time health monitoring based on deep
neural networks. The backbone of our solution is
a novel hybrid architecture called HealthNet that
integrates the computational efficiency of TCNs,
the context-sensitive behavior of Bidirectional
LSTMs, and the selective attention mechanism.

The main findings are:

1. Need for Deep Learning to Perform
Multimodal Monitoring in Real-Time: A single
deep neural network can concurrently identify
several different health-related events (cardiac,
thermal, motion, and respiratory) with clinical
relevance (accuracy up to 98.2%) directly from
sensors' outputs.

2. Benefits of the Proposed Hybrid
Architecture: Through an extensive analysis, we
have shown that the proposed HealthNet
architecture achieves much better performance
compared to other architectures such as 1D-CNN,
LSTM, and CNN-LSTM. In particular, we showed
that every building block — TCN, Bi-LSTM, and
Attention contributes in its way.

3. Edge-Based Al for Health Monitoring: By
applying the techniques of quantization, we
managed to integrate a 8-bit integer version of
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HealthNet into a small device — smartphone. With
an end-to-end latency of 65ms, this model allows
triggering alerts without any dependency on
cloud servers, which becomes important in case
of a life-threatening situation (e.g., falls, cardiac
arrests).

The practical applications are profound. This
technology could support the implementation of
a completely new framework for healthcare,
shifting from reactive and episodic care to
predictive and continuous monitoring. It would
allow elderly patients to remain independent
longer, permit patients with chronic diseases to
be monitored safely within their own homes, and
offer clinicians an unrivalled understanding of
their patients’ physiology beyond the clinic.

Limitations and Future Research: This study,
despite being solid in its results, has limitations.
For example, the data was generated during a
controlled experiment within a clinical setting and
not from everyday life situations. Additionally,
despite the large size of the dataset (1,000
patients), there is no demographic diversity
within it. Furthermore, the current algorithm
detects rather than predicts events.

The future of our research will be:

1. Prediction modeling - going from
predicting the occurrence of an event based on
short-term memories to predicting it by means of
longer-term memories (i.e., Transformers) and
forecasting the occurrence of acute events
several minutes or even hours ahead.

2. Adapting personalization techniques that
would allow the model of HealthNet to be
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personalized to each individual depending on
their physiological characteristics (e.g. specific
heart rate variability).

3. Leveraging federated learning — training
the model on different hospital datasets while
avoiding centralization of patients' medical
information.

Conclusion: We believe that this research can
serve as a template for the next generation of
intelligent wearable healthcare devices.
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